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Introduction

What is PassagePoint?

PassagePoint visitor badging and lobby security software represents many
years of pioneering product development. It was conceived to meet cus-
tomer requests for computerized visitor logs and temporary visitor badges,
and has evolved into the most comprehensive visitor management soft-
ware available.

How the Software Can be Used

* For signing in and badging walk-up visitors
* As an optional visitor self-registration station
* To pre-register individuals or groups

* For viewing and printing reports

* As an added security level

Configuration Options

PassagePoint can be installed two ways: Networked, using Client and
Server software; or on a single workstation, using the Standalone option.
Both options are available on the installation CD.

1
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Greeting Visitors

How a company chooses to use PassagePoint to greet visitors and pro-
cess each visit is largely based on their security policies, traffic volume
and corporate philosophy. For this reason, PassagePoint can be used in
various configurations. Listed below are the three most common configu-
rations.

Configuration 1 - PassagePoint on Reception Computer Only

Receptionist enters visitor information into PassagePoint and prints visitor
badge.

Configuration 2 - PassagePoint on Visitor Sign-in Station (Kiosk) Com-
puter Only

Visitor enters information into PassagePoint (using Visitor Sign-in inter-
face) and badge prints once all required fields are entered.

Configuration 3 - PassagePoint on Visitor and Reception Computer

Visitor enters information into PassagePoint (using Visitor Sign-in inter-
face), the receptionist then verifies the information and/or makes changes
at the receptionist's computer, and then prints the visitor badge.

PassagePoint allows you to use different configurations in different lob-
bies. For example, you may want to have the visitor sign-in station in a
high-profile lobby, but have the receptionist enter the information at
another lobby. Refer to Adding a New Sign-In Station for more information.
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Pre-Registration

Many companies and organizations prefer to pre-register visitors and
groups — especially for corporate events, group meetings and tours. This
makes the sign-in process much faster and less taxing for both the visitors
and the front desk personnel.

Visitors can be pre-registered by anyone with the proper password and
PassagePoint software. If you have the Web Pre-Registration, only a stan-
dard web browser is required, such as Microsoft® Internet Explorer. This
allows employees the ability to pre-register visitors from their desk. Refer
to the Web Pre-Registration section to learn more about how these fea-
tures operate.

When a visitor is pre-registered the information becomes available on the
expected date of arrival. On this day the visitor's name will appear as a
"pending" visitor. The visitor badges may be printed ahead of time to expe-
dite distribution, or as visitors arrive. If the visitor is never signed-in, their
status is automatically changed to "No Show" and removed from the pend-
ing list at the end of the day.

Viewing and Printing Reports

Visitor information is stored in the data file for as long as you like. This
allows managers to view historical data, print various reports and export
data. To access this data, users will need the PassagePoint software and a
user name and password with the proper permissions. It is possible to
search and sort on almost any field and then export or print the report in
various formats. There are many standard reports provided as well as an
almost unlimited number of user-definable custom reports.

3
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Hardware & Operating System Specifications

Workstation System Requirements

Windows 98, ME

Processor

RAM

Hard Disk Space
Monitor

CD-ROM

Operating System
Windows 98

Windows ME
mended

Windows NT 4
Windows 2000

Windows XP

Windows NT 4, 2000, XP
Processor
Windows NT 4
Windows 2000

Windows XP

Minimum
Pentium/133 or Equivalent

64 MB
15 MB
SVGA (800 x 600)

Required for installation

Minimum
Windows 98

Windows ME

Service Pack 4
Service Pack 1

Windows XP

Minimum

Pentium Pro/133 or Equivalent
Pentium 11/233 or Equivalent

Pentium 11/300 or Equivalent

Recommended
Pentium llI/Equivalent or better

128 MB
20 MB
XVGA (1024 x 768)

Required for installation

Recommended
Windows 98, 2nd Ed.

Windows ME is not recom-

Service Pack 6a
Service Pack 2

Service Pack 1

Recommended

Pentium llI/Equivalent or better
Pentium II/Equivalent or better

Pentium llI/Equivalent or better



RAM
Windows NT 4 64 MB
Windows 2000/XP 128 MB

Hard Disk Space
Monitor SVGA (800 x 600)
CD-ROM Required for installation

Server System Requirements
Windows 98, ME

Minimum
Processor Pentium 11/233 or Equivalent
RAM 128 MB '
Hard Disk Space 50 MB 2
Monitor SVGA (800 x 600)

CD-ROM Required for installation

STOPware PassagePoint 4.5
Administrative Guide

128 MB

192 MB

15 MB

XVGA (1024 x 768)

Required for installation

Recommended
Pentium lll/Equivalent or better

512 MB
50 MB 2
XVGA (1024 x 768)

Required for installation

5
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Operating System Minimum Recommended

Windows 98 3 Windows 98 Windows 98, 2nd Ed.

Windows ME 3 Windows ME Windows ME is not recommended
Windows NT 4 Service Pack 4 Service Pack 6a

Windows 2000 Service Pack 1 Service Pack 2

Windows XP Windows XP Service Pack 1

Windows NT 2000, XP, 2003
MinimumRecommended

Processor

Windows NT 4/2000 Pentium 11/233 or Equivalent Pentium Ill/Equivalent or better
Windows XP Pentium 11/300 or Equivalent Pentium Ill/Equivalent or better
forWindows 2003 Pentium IIl or Equivalent Pentium lll/Equivalent or better
RAM 128 MB 512 MB '

Hard Disk Space 50 MB 2 4 50 MB 2 4

Monitor SVGA (800 x 600) XVGA (1024 x 768)

CD-ROM Required for installation Required for installation



Notes:
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Actual requirements for RAM very according to the number of concurrent users,
typically 2 to 8 MB per user. Contact STOPware Technical Support for specific

details.

Actual requirements for hard disk space vary according to the number of users

and the number of visits stored. Contact STOPware Technical Support for spe-
cific details.

Windows 98, and Windows ME, while supported, are not recommended operat-
ing systems for PassagePoint Server. Contact STOPware Technical Support for
specific details.

For optimum performance, NTFS is recommended for server installations.

7
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Features

Badge Printer

Almost any printer with a Windows driver can be used by PassagePoint. In
most cases, small, direct-thermal style printers are best since they require
little desk space, don’t require ink and they quickly print one badge at a
time. The printer commonly used with PassagePoint is: Dymo LabelWriter
330 Turbo (www.dymo.com). Please refer to "Working with a Printer &
Print Driver" in the Getting Started section of this manual for more informa-
tion.

Business Card Scanner

The Corex CardScan (www.cardscan.com) hardware works with Passage-
Point to scan business cards and automatically enter the information into
the current visit record. Currently, PassagePoint works with the 500 and
600 models. Depending on the model, a USB or Parallel port is required
for this device. Please refer to the Corex documentation for questions
about specific requirements.

Signature Capture Device

The Penware 1500 signature tablet works with PassagePoint to capture
digital signatures. A serial port is required for this device. Please refer to
the penware documentation for questions about specific requirements.

Photo Capture Device

PassagePoint can capture photos using a TWAIN driver for the camera.
An additional photo capture license is required for each workstation to cap-
ture photos. Various cameras will work with PassagePoint including: Log-
itech Quickcam and ValCam Professional Camera.

Not all manufactures of cameras conform to the TWAIN
standard, causing incompatibilities with PassagePoint. Make
w sure that the camera you purchase includes a compatible
TWAIN driver.

Warning
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Driver License & Passport Scanners

Works with various types of barcode/magstripe DL readers as well as
OCR DL scanners. Please contact your PassagePoint representative for a
complete list of compatible DL scanners.

BarCode Readers

PassagePoint can take input from a barcode scanner to speed the sign-in/
out process. Most barcode scanners with a serial or keyboard wedge inter-
face work with PassagePoint.

Network Protocols

PassagePoint products are able to work in almost any network environ-
ment. PassagePoint uses the TCP/IP network protocol to communicate.

9
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Overview of System Architecture

PassagePoint uses client/server technology to network multiple worksta-
tions with a central database. The design of the system provides high per-
formance and reliability whether you have two lobbies or fifty lobbies. In
addition, this design allows the server to perform various administrative
tasks during low-usage times. The PassagePoint server functions as the
database server as well as an Application Server. This means that if a soft-
ware update is required, the clients will be updated by simply updating the
server.

Corporate
Intranet

Degktop Application Users
(PassagePoint client software)

Intranet Users
(Netscapednternet Explorer)
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Database Engine Technology

PassagePoint Professional uses a powerful ODBC database engine. The
database engine is embedded into the PassagePoint software to provide a
reliable and scalable platform from which to operate. The database pro-
vides the following features:

Multi-threaded processing

32 bit processing

ODBC connectivity

Client/Server or stand-alone architecture
Cross Platform clients

TCP/IP connectivity

PassagePoint Enterprise

Refer to the Enterprise SQL Server and Oracle addendum for more infor-

mation.

1"
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2

Getting Started & Installing

13

What You Will Need

* This manual or the Installation Guide

* PassagePoint Install CD (includes most, if not all the drivers needed.)
* PassagePoint Serialization information

*  Workstation(s) that will be installed with PassagePoint

* Printer(s) for printing visitor badges (and printer driver)

* Badge stock

* Server Computer (for client/server configuration)

* Other hardware (for special requirements such as signature capture)
* Administrative access for installing software and drivers

» Static IP address of Server machine
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Installing PassagePoint

Installing PassagePoint is made easier with the use of installer wizard
applications and some setup wizards within PassagePoint. To begin, you
must first decide whether this will be a client/server install or is this a stan-
dalone install on a single workstation. You will find both installer applica-
tions on your CD so be careful to select the correct one.

Note

&5

The PassagePoint Installation Wizard includes most
hardware drivers.

Client/Server Install

This install requires that a few additional steps be taken to set up the
server. It is recommended that you perform the following steps below in
the order shown to ensure a quick installation process.

1. Gather the required items listed above in "What You Will Need."

2. Prepare the server computer. Make sure that the TCP/IP protocol
is installed using the Network Control Panel. Confirm that there is
a static IP address assigned to the server machine. You will need
this address later when setting up the workstations. Server's IP

address:

Note

&5

A fully qualified domain address may be used instead.
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Internet Protocol (TCP/IP) Properties 21xl

General I

You can get |P settings assigned automatically f your network supports
this capability. Ctherwise, you need to ask your network administrator for
the appropriate |P settings.

™ Obtain an |P address automatically
—(% ge the following IP address:

IP address: I 152 . 168 . 254 170
Subnet mask: I 285 258 255 . 0
Default gateway: I 192 168 . 254 1

! OhtainDKS senver address automaticaly

—* se the following DNS server addresses:

Prefemed DNS server: I 128 0234 111 .23
Altemate DN5 server: I 128 . 234 111 . 232

Advanced... |
ok | Cancel |

It is recommended that a printer driver be installed on the server
machine. This will prevent a warning from being displayed each
time the server is launched. Log in as the local administrator user
and select the Add a Printer icon and select any printer driver
available as a local printer.

Disable any anti-virus software prior to software installation.

15
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Installing Server Software on the Server Machine

1. Insert the installer CD into the CD-ROM drive of the server
machine.

2. Locate the CD on your desktop and open the Client/Server folder.
Open the Server Application Folder.

3. Double click on the Setup.exe icon.

4. Follow the instructions on the installer application.

Installshield Wizard

Welcome to the InstallShield Wizard for PazzagePoint Server

=rver on your computer. To continue, click

Cancel

InstallShidld < Back ”
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Installing Client Software on the Server Machine

This may be used to perform specific administrative functions on the
server. It is not recommended to run the client and server in a production
environment.

1. Insert the installer CD into the CD-ROM drive of the server
machine.

2. Locate the CD on your desktop and open the Client/Server folder.
Open the Client Application Folder.

3. Double click on the Setup.exe icon.

4. Follow the instructions on the installer application.

InstallShield Wizard

Welcome to the InstallShield Wizard for PassagePoint Client

aint Clignt on your computer. To continue, click

Cancel

InstallShield

5. Launch the server application and create a new data file.
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6. Locate the PassagePoint server icon on the desktop or in the
Start Menu > Program PassagePoint > Server.

7. Launch the PassagePoint server.

8. A window will open asking you to locate the data file.

open 21|

Laok in: [ 3 Database B ==

Reports:
Wiz
wiwwImages
wimnPages

[ﬁ PassagePoint, 400

File name: I j Open |
Files of type: |Diata Fille [*.4dd) =l Cancel |
MNew...
9. Click the New button to create a new data file.
Note If your installation requires a large data capacity (over 2 GB
& of data), refer to "Create a Segmented Data File" later in this
manual for information on using the "Split" feature.

10. Another window will open asking you to name the data file.
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Save in; I =3 Database j - £k Ef-
[:I Reparts
] windd:
D wiwwlInmages
[:I wwwPages
File name: F'.a:z::s:.an:]E:F'|:|ir'|t.4[][] j Save I
Saveastype.  |DataFie [".4dd) =] Cancel |
&

11. Leave the name "PassagePoint.4DD" and Click Save.

12. The server application will open a screen that shows activity and
users. Leave this screen open.
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@PassagePoint Server Console

[-[O1x]

PazsagePaint Server
1397-2002 STOPware, Inc.

Structure: FassagePoint 400 Connected Users) 1¢8
Data File: PassagePoint 40D Processes Running: 8 ﬁ
Log File:
Tatal Memary: 5345 K Activity: |
Cache Memony 20 480K Cache Hit Ratio: IW
P Useis @ Time Slatus Fiatio
#1 - User Interface Executing ;I
#=H2 : Client Manager Executing
~ #3: Cache Manhager Delayed
Y Web Server Executing
#-Stored Procedures 00:00:00 0%
[ -]
Note " . . .
Please refer to "Register PassagePoint Server as a Service
z5 for more information on this option.
Web Pre-

Registration Note | Please refer to the PassagePoint Web Pre-Registration
& section of this manual for more information.
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Preparing a Workstation for Each User

1.

Install the badge printer driver (this can be done later if not avail-
able). The Passage Point Installer may control the driver you
need.

Set the orientation to landscape and the correct paper size in the
printer driver. For NT, 2000, and XP this should also be set in
printing preferences. Make the orientation and paper size selec-
tion in the Driver's Properties settings as well. Some drivers have
an Advanced button that stores this information.

Make sure that the TCP/IP protocol is installed using the network
control panel.

Disable any anti-virus software prior to software installation.

Most versions of Windows now handle printer drivers on a
user by user basis. This means that a print driver will need to
& be installed and configured for each user of that machine that
needs to use PassagePoint.

Note

Installing Client Application on Workstations

1.

2.

Insert the installer CD into the CD-ROM drive of the workstation.

Locate the CD on your desktop and open the Client/Server folder.
Open the Client Application Folder.

Double click on the Setup.exe icon.
Follow the instructions on the installer application.
Turn anti-virus software back on.

Repeat these steps for each workstation.

21
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Serialize PassagePoint

1.

x

Launch the Client Application from a workstation. The Passage-
Point Client icon may be found on the desktop or in the Start
Menu > Programs PassagePoint > Client.

When the connection window opens, click the TCP/IP tab. If the
PassagePoint server is listed, click OK and skip to step 6. If not,
continue.

Recent| TCPAP Custom |

Mame and Address of a Server published with TCPAP:

Databaze Mame: IPassageF'oint
& accounting

Mebwork Address: [192.168.254.15

BH accalnting. company.com
or 192.121.122.123

Qut | ok |

Click the Custom tab and Enter "PassagePoint" into the Database
name field.

In the Address field, enter the IP address of the server machine
(as noted in step 2). Alternatively, you may use the full domain
address of the server instead.

Click the OK button.

A login window will appear. Enter "ADMIN" for the user name and
leave the password field blank. Click the Login button.
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x
E:TI
A
Llzer Mame: |
Pazsward: |
Login I Cancel I

The PassagePoint Setup Wizard will appear and walk you
through the serialization process. Please follow the on-screen
instructions. This is where you will use the serialization card.

[

Setup Wizard

Step 1 of 7

=10l x|
Welcome to the

Setup Wizard

‘Welcome! This setup Wizard allows you to easily configure this

application. To get started, click the "next" button and fill in the
information az required.

If you are not the administrator, exit this wizard by clicking the
“Exit Setup" buttan.

Exit Setup |
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8.

The Workstation Configuration Wizard will appear and walk you
through selecting a printer and other options. Please follow the
on-screen instructions.

Welcome to the
Workstation Setup Wizard

Setup Wizard

‘welcome! Thiz setup “Wizard iz provided to easily configure
zettings for thiz workstation To get started, click the "next"
button and chooge the appropriate information az required.

If pou wish to stop the setup process at anptime, click the "Exit
Setup" button and the application will cloge.

Back |

Exit Setup |

Configuring Remaining Workstations

1.

Launch the Client Application from each workstation. The Pas-
sagePoint Client icon may be found on the desktop or in the Start
Menu > Programs > PassagePoint > Client.

When the connection window opens, click the TCP/IP tab. If the
PassagePoint server is listed, click the OK button and skip to step
6. If not, continue.

Click the Custom tab and enter "PassagePoint" into the Database
name field.

In the Address field, enter the IP address of the server machine
(as noted in step 2). Alternatively, you may use the full domain
address of the server instead.

Click the OK button.



STOPware PassagePoint 4.5
Administrative Guide

x

Riecent | TCPAP Custom |

Mame and Address of a Server publizhed with TCPAP:

Database Mame: |PassageF‘0int
ex accounting

Metwork Address: [132.166.254.15
&x accounting company. cam
ar 192121122123

ot | oK |

6. Alogin window will appear. Enter "admin" for the user name and
the new admin password as entered into the Setup Wizard. Click
the Login button.

7. The Workstation Configuration Wizard will appear and walk you
through selecting a printer and other options. Please follow the
on-screen instructions.

8. Repeat this for each workstation.

Please refer to the User Manual located at Start Menu > Programs >
PassagePoint > Client >User Manual.pdf or on the PassagePoint CD for
more information on using PassagePoint.

Now the PassagePoint software is installed and ready to go. Additional
Server and Workstation configuration information can be found later in this
manual. Check the Table of Contents for available topics. For example, to

Register the Server as a service, refer to the Server Configuration section.

25
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Standalone Edition Install

Installing a standalone edition only takes a few steps. It is recommended
that you perform the following steps below in the order shown to ensure a
quick installation process.

Gather the required items listed in "What You Will Need."

Preparing Workstation Computers

1. Install the badge printer driver (if available). This may be on the
PassagePoint Installer or CD.

2. Set the orientation and paper size settings in the printer driver.
For NT, 2000, and XP this should also be set in printer prefer-
ences. Make the orientation and paper size selection in the
Driver's Properties settings as well. Some drivers have an
Advanced button that stores this information.

3. Disable any anti-virus software prior to software installation.

Note

&5

Most versions of Windows now handle printer drivers on a
user by user basis. This means that a print driver will need to
be installed and configured for each user of that machine that
needs to use PassagePoint.

Installing PassagePoint

1. Insert the installer CD into the CD-ROM drive of the workstation.

2. Locate the CD on your desktop and open the Standalone folder.

3. Double click on the Setup.exe icon.
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4. Follow the instructions on the installer application.

Welcome to the InstallShield Wizard for PassagePoint Standalone

int Standalone on wour computer. To continue,

Cancel

InstallShield ’ < Back ”

5. Turn anti-virus software back on.
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Serializing and Setting Up PassagePoint

1. Launch the PassagePoint Application. The PassagePoint icon
may be found on the desktop or in the Start Menu > Programs >
PassagePoint > Standalone.

2.  Alogin window will appear. Enter "ADMIN" for the user name and
leave the password field blank. Click the Login button.
x|

User Mame: |admir}

Password: |

Login I Cancel

3. The PassagePoint Setup Wizard will appear and walk you

through the serialization process. Please follow the on-screen
instructions.

[ =lal x|
Setup Wizard Welcome to the
Setup Wizard

Step 1 of 7

‘Welcome! This setup Wizard allows you to easily configure this
application. To get started, click the "next" button and fill in the
information az required.

If you are not the administrator, exit this wizard by clicking the
“Exit Setup" buttan.

Exit Setup |
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The Workstation Configuration Wizard will appear and walk you
through selecting a printer and other options. Please follow the

on-screen instructions or refer to Using the Configuration Wizard
later in this manual.

‘Workstation Setup Wizard

Welcome to the
Workstation Setup Wizard

Setup Wizard | in

‘welcome! Thiz setup “Wizard iz provided to easily configure
zettings for thiz workstation To get started, click the "next"
button and chooge the appropriate information az required.

If pou wish to stop the setup process at anptime, click the "Exit
Setup" button and the application will cloge.

Back |

Exit Setup |

Please refer to the User Manual located at Start Menu > Programs >

PassagePoint > Standalone > User Manual.pdf or on the PassagePoint
CD for more information on using PassagePoint.
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3

Configuring Workstation
Preferences

PassagePoint uses local settings for each workstation to provide the max-
imum amount of flexibility and control. These settings tell PassagePoint
where the workstation is located (which lobby) and which printer it should
use when printing a badge. This information is kept in a preferences file
called "LobbyPrefs.ini" stored in the PassagePoint directory inside Pro-
gram Files.

Setting Station Preferences the First Time

The first time PassagePoint is launched, the Configuration Wizard will be
displayed. The Configuration Wizard will guide you through the basic set-
tings for the workstation. If you need to adjust advanced settings, use the
Station Preferences option under the File menu.
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Using the Configuration Wizard

The Configuration Wizard will guide you through the following settings:

Selecting a Printer for badge printing

Each workstation can have different printer settings. This allows you to

have different printers, badge sizes, etc. at each location. From the menu,
select the printer to use when printing badges. Click the Next button when
finished.If the printer driver is not available or has not been installed, select
any available printer and click the Next button. Refer to Changing the Sta-
tion Preferences later in this manual for how to change the printer setting.

Workstation Setup Wizard

Select a Printer for Printing Badges

Setu P Wizard Instructions:

From the drop-dovan menu, select the printer that will be used to
print wisitor badges. If the printer driver has not been installed or
if wou are not planning on printing badges from this wodstation,
select any printer listed and click Hext. Changes to this setting
can be made from the Station Preferences option in the File
menu.

Back Hext Exit Setup
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Selecting a Location for the workstation

Each workstation is assigned to a lobby or location. This allows Passage-
Point to display only the relevant visitors for that location or lobby. The first
time the client software is launched, you will be asked to select the lobby
or location for the workstation. If the workstation is not going to be used for
badging visitors or if the location you wish to select is not listed, select any
location. This setting can be changed later once the location you wish to
select is added to PassagePoint. Please refer to the Buildings/Lobbies
section of this manual for information on how to add locations and lobbies.
Click Next when finished.

Yorkstation Setup Wizard

Select a Location for this Workstation

Setup Wizard | in« e
- From the drop-down menu, select where thiz wokstation iz

1 located. If your location is not listed or if you are not planning an

entering wisitors from thiz wodetation, select any location listed

and click Next. Changes to this setting ¢an be made from the

Station Preferences option in the File menu.

[Main Labby |

Back I

Exit Setup |
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CardScan Setup

PassagePoint can be used in conjunction with a business card scanner
from Corex Technologies. All of the required software for CardScan is
included on the Passage Point CD. In order for the scanner to work most
effectively, it must be configured and calibrated. If you have the CardScan
device attached and software installed, click the check box and proceed
with the calibration process. To calibrate, insert the calibration card and
click the Calibrate button. Click OK to finish.

Card Scan Setup

Setup Wizard | :
- It iz possible to sean information from a business card into

i FPassagePoint using a business card scanner. If wou hawve a Corex

Card Scan device attached to thiswonstation, ckedk the box

below and click the Calibrate button. Click Next when finished or

to skip thiz option.

il have a business card scanner Calibrate... |

Back Mext Exit Setup |
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Scanner Setup x|

Part:
JsB =
Cancel
Card Image:

Help

Test

Calibrate

Eject Card

r Device information

1D bumnber: Betrieve

A

Firrnware version:

Signature Capture setup

PassagePoint can be used in conjunction with a signature capture device.
If you have or plan to have a signature capture device attached to this
workstation, click the check box. Click OK when finished.

Signature Capture Setup

Setup Wizard

It iz possible to capture a wisitor's signature for visitor agreements
(NDAs), delivery pidiups, and property checkouts. If you hawe ar
plan to have a compatible signature device connected to this
womkstation, click the box below. Click Next when finished or to
ship thiz option.

I~ | have a signature capture device:

Back | Mext Exit Setup
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Driver License/Passport Scanner Setup

Passage Point can use a Driver License Scanner to capture visitor data. If
you have a driver license scanner attached, click the Check box. Click

Next when finished.

Driver License{Passport Scan Setup

Setup Wizard :
It is possible to scan information from & driver license or passport

1 into PassagePoint using a scanner. If you have a Drivers License

or Passport ing device to this i dhedk the

box below and clidk the Calibrate/Confiure button. Clide Next

when finished or to skip this option.

™ | have a driver licerss scanner Calibrate |

Exit Setup |

Back |

Drivers License Scanner

Serial [COM] Port I'I "I
Baud Rate ISBDD 'I

[ iDisplay Scan Fesults Screen:

Drame |

Note If the Driver License Scanner is a serial device, click the Configure
& button to set the port and speed.

Click Finish to complete the setup process.
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Workstation Setup Wizard

You are Done!

Setup Wizard

“ou are done!

To modify any of this infomation, select the Station Preferences
item underthe File menu.

Click the Finizh button to complete this process.

Referto the administrator's manual andfor users manual for more
infarmation.

Back |

Exit Setup |

Changing the Station Preferences

Station Preferences and settings may need to be changed from time to

time. This can be done by selecting Station Preferences from the File
menu.



38 |Chapter 3
Configuring Workstation Preferences

Badge Printer(s)

The badge printer setting tells PassagePoint what printer to designate for
printing badges. This eliminates the need to display the print dialog
screens each time a badge is printed and speeds the printing process.
Since in most cases, the badge printer is not the workstation's default
printer, this setting must be correct for badge printing to work properly.

izi] Station Preferences x|

Badge Frinters] IF'rint Dptiunsl Lcu:atiu:unl Connected Hardwarel

~Primary label/badge printer
Curmrent: DMO Labebafriter 330 Turbo-USE,  Edit..

Change to: 45

~Secondary label/badge printer

Current: Edit... |
Change to: | Select New Printer - |
(] | Cancel |

Primary Label/Badge Printer

In most cases, you will only need one badge printer. The printer shown
next to Current is the currently selected printer (if one has been previously
selected). Use Change to select a new badge printer option.

If needed, click the Edit button to edit the full path to the printer.
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Secondary Label/Badge Printer

Use the Secondary Printer setting to use two badge printers on the same
workstation. This allows you to have different badge media in each printer
or pre-printed stock and blank stock at the same location. To assign the
primary and secondary printer to a category, see Directory Categories
later in this manual. The printer shown next to Current is the currently
selected printer (if one has been previously selected). Use Change to
select a new badge printer option.

If needed, click the Edit button to edit the full path to the printer.

Print Options

In most cases, the only settings that should be required are the "Use
Driver Settings" and "Suppress Utility".

@ﬂatiun Preferences x|

Eadge Printer(z] FPrint Options ILu:u:atiu:unI Connected Hardware |

I_gEheck Drefault ™ Prink to Yizitar Station

[~ Shaows Print Dialog ¥ Use Diiver Settings

W Suppress Utiliby

(] Cancel

Check Default

PassagePoint checks for the system's default printer each time it does a
print job. This is recommended for users that share printers or use network
printers.
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Print to Visitor Station

This setting should be used in special cases only. If you are using a visitor
sign-in computer with a printer connected directly to it, then this setting can
be used on the reception workstation. If selected, when the receptionist
prints a badge, the print job will be sent to the visitor computer to be
printed. To maximize performance, it is best to use Windows printer shar-
ing instead of this option, if available.

Show Print Dialog

This option will display the standard Windows print setup and print dialog
screens each time the badge is printed.

Use Driver Settings

This option is normally selected. When the badge is printed, PassagePoint
uses the defaults set in the printer driver such as size and orientation.

NT/;Ooo/XP Make sure the orientation and paper size defaults are set for both
ote the Properties of the driver and the Document Defaults/Printing
z5 Preferences.

Suppress Utility

This option is normally selected. This option is used internally to either use
an optimization process for printing or to suppress it. In most cases, the
optimization process is not required.
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Location

Each workstation is assigned to a lobby or location. This allows Passage-
Point to display only the relevant visitors for that location or lobby. The first
time the client software is launched, you will be asked to select the lobby
or location for the workstation in the Configuration Wizard. Once the appli-
cation has launched, you can make changes to the location setting in the
Station Preferences under the File Menu > Station Preferences. Click the
Location tab.

|=i| Station Preferences x|

Badge Printer[s]l Print Options ~ Location | Connected Hardwarel

Select a Location Setting for thiz workstation

(1] 4 I Cancel I

To change the Location setting, select the location tab. If the location is not
listed, refer to Buildings/Lobbies later in this manual.

41
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Connected Hardware

PassagePoint can be used in conjunction with hardware devices to cap-
ture photos, signatures information from a business card, and drivers’
licenses.

izi| Station Preferences =]

Badge F'linter[s]l Print Dptiunsl Location Connected Hardware I

[ | have a business card scanner

[~ | have a diiver license scanner Configure... |
[ | have a signature capture device

[ | have a TWAIN photo capture device Caonfigure... |
[~ Send Command ta Relay Switch Caonfigure... |
[T Accept Input From Access Card Reader Configure... |
[ | have a barcode scanmer Canfigure,.. |

Ok, | Cancel |

Business Card Scanner

PassagePoint can be used in conjunction with a business card scanner
from Corex Technologies. In order for the scanner to work most effectively,
it must be configured and calibrated.

For information on how to capture data, please refer to Mapping Card
Scan Data later in this manual.
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To Configure and Calibrate Scanner, select File Menu > Station Prefer-
ences

1. Select the Connected Hardware tab.
2. Click the Calibrate button and follow the on-screen instructions.

3. Click Done when finished.

Scanner Setup il

Part:
S -
Cancel
Card Image:

Help

Test

Calibrate

Eject Card

r Device information
1D number: Fitrieve

AR

Firmwsare version:
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Driver License Scanner

PassagePoint can be used in conjunction with various driver license scan-
ners.

To Configure a Serial Based Scanner, select File Menu > Station Prefer-
ences

1. Select the Connected Hardware tab.

2. Click the Configure button.

Serial [COM] Port I1 'I
Baud Rate ISBDD *l

Dione |

3. Select the Serial Port and Baud Rate
4. Click Done when finished.

To Configure an OCR based Scanner, select File Menu > Station Prefer-
ences.

1. Select the Connected Hardware tab.
2. Click the Calibrate button.

3. Follow the on-screen instructions

4. Click Done when finished.

For information on how to capture data, please refer to Driver License
Scan Setup later in this manual.
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Signature Capture Device

PassagePoint can be used with certain signature capture devices. Check
the hardware specifications for compatible hardware. If you have or plan to
have a signature capture device attached to this workstation, select this
option.

Photo Capture Device

PassagePoint can be used with many TWAIN photo capture devices.
Check the hardware specifications for compatible hardware. If you have a
photo capture device attached to this workstation, select this option.
Please refer to the Photo Capture section of this manual for more informa-
tion.

"Select the Twialh Source:

TwiaslM werzion installed: FODODT 70
[uick Time version: FOQ00E00

Dramne |

To Select a TWAIN device, select File Menu > Station Preferences
1. Select the Connected Hardware tab.

2. Click the Configure button and select your TWAIN device from
the menu.

3. Click Done when finished.
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Send Command to Relay Switch

PassagePoint can be used with an automated electronic switch for open-
ing gate arms, doors, or turnstiles.

String [Command) to Send:

Serial [COM] Port |1 vl
Baud Rate |24DD vl
Execute on ISign-in vl

Done |

AccessCard Reader

PassagePoint can be used with an access card reader input device such
as a proximity reader. This allows the user to scan an access card into the
access card field instead of typing it in.

Serial ([COM) Port |1 'I
Baud Rate |24UD vI

Done |

To Configure the Access Card Reader, select File Menu > Station Prefer-
ences.

1. Select the Connected Hardware tab.

2. Click the Configure button and choose your settings.

3. Click Done when finished.
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Barcode Scanner

PassagePoint can be used with a serial-based bar-code scanner to sign-in
and sign-out visitors. It scans a barcode printed on the visitor badge. The
barcode format is 3 of 9 (barcode 39). The data represented on the bar-
code is determined by the settings in the badge design. Generally, the bar-
code is the Visit ID or Access Card Number. Please refer to the badge
designer section of this manual for more information on printing barcodes.

To Configure the Barcode Scanner, select File Menu > Station Prefer-
ences.

1. Select the Connected Hardware tab
2. Click the Configure button and choose your settings.

3. Click Done when finished.

Serial ([COM) Port |1 'I
Baud Rate |24DD 'I

Done |

Now that the barcode scanner is setup, you can scan a barcode printed by
PassagePoint to sign-in and sign-out visitors. The most common setup is

to print the Visit ID in barcode format. Scanning that barcode with a serial-
based scanner will do one of the following:

1. If the person is pre-registered, the visit is signed-in and will be
changed to the Active status.

2. Ifthe person is active, the visit will be signed-out and will be
changed to the Closed status.

3. Ifthe ID is not recognized, nothing will happen.

47
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Other options are available for using barcodes with Extended Visits,
Access Control Systems and 2D barcode readers. Please refer to the
Index for a complete listing of barcode usage.

System Settings on the Workstation

There are some settings in Windows that will affect the look and feel of
PassagePoint. Here are some common settings to keep in mind:

Monitor Resolution

PassagePoint was designed to accommodate various screen resolutions.
For the best results, the reception computers should have a minimum
screen resolution of 800 x 600. Higher resolutions may provide more effec-
tive space on the desktop. The visitor sign-in computer should have a
screen resolution of 640 x 480, so the fonts and text are larger and more
readable.

To change your resolution setting, select Control Panel > Display.
1. Click the Settings tab.
2. Adjust the Screen Area slider.

3. Click Apply to save changes.

Note The resolution setting may be located in another place

&5 on your computer.
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System Font Setting

Windows has a font setting that can affect the look and feel of Passage-
Point screens. The default setting is "small fonts." If the "large fonts" set-
ting is selected, the field titles may become chopped off and hard to read.
To change your font setting, select Control Panel > Display

1. Click the Settings tab.

2. Click the Advanced button.

3. Click Apply to save changes.

Note The font setting may be located in another place
25 on your computer.
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Server Configuration

Printer Driver on Server Machine

PassagePoint Server requires that there be a printer driver installed or it
will display an error message each time it launches. The server will wait for
the error message to be clicked before finishing its launch. To keep this
from happening, install any printer driver onto the server machine. Even if
there is no printer available, the installation of the driver will keep this error
message from being displayed. The printer driver should be installed as a
“local” printer and must be available to the login used when PassagePoint
is launched.

Note This operation should be performed before
&5 PassagePoint is registered as a service.

Install a Printer Driver

1.

2.

Log on to the server using the local Administrative password.

Go to: Start Menu > Settings > Printers.

Double-click Add Printer.

Follow the on-screen instructions to add a local printer driver.
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Registering as a Service (NT/2000/XP/2003)

PassagePoint server software can be registered as a Microsoft Service.
This allows greater administrative control for starting and stopping the
server application. In addition, this allows the server to run while the com-

puter is locked.

Registering PassagePoint

1.

2.

Launch PassagePoint Server from the icon.

Select Register as a Service from the File menu.

Exit the PassagePoint Server application.

Open the Services window from the control panel (Located under
Administrative Tools in Windows 2000 and XP).

Set the service options as needed. (i.e. Automatic)

If there is no printer driver installed on the server,
an error message will appear when the server is

Note launched. This error message will prevent the

&5 service from loading. Please refer to Printer Driver
on Server Machine earlier in this section for
information on how to avoid this error message.
Once registered as a service, PassagePoint

Note should be launched from the services window or

&5 automatically on startup. Double-clicking the icon

will not launch PassagePoint as a service.
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Unregistering PassagePoint

1.

2.

3.

4.

Stop the PassagePoint service.
Launch PassagePoint Server from the icon.
Select Unregister this Database from the File menu.

Exit the PassagePoint Server application.

Optimization Setting for NT

Windows NT Server 4.0 allows you to tune the machine to maximize per-
formance. On NT, go to Network in the Control Panel. Select the Services
tab. Select Server and click Properties. Select "Maximize throughput for
network applications."
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Backup/Restore Features

PassagePoint has a built-in backup feature on the Server that allows the
administrator to perform regularly scheduled backups. This ensures that
the data is safe in case of a system failure, hard drive crash, etc.

Full Backup

1. Make sure all users are logged off from the system.

2. Choose Full Backup under the Backup menu on the Server.

4D Full backup: Untitled x|
Project Help
206
]
Destination volume:
=l =l =l
A C 5]
Database to backup: Destination volume information:
v Data..oooorreene. PaszagePoint 400 lame.. . G
v Stucture................ PazsagePoirt 4DC Avaiable space........ 9613 M
[ Lagfie Molume Size............ 281G
IEI e Rp—— Attribotes..
Last backup...
Back up on set -[11 [~ ‘Werfy backup
Mumber of et .3
Size of backup............ 175 M
Cancel | Backup

3. Select the drive where the backup will be saved.

Note

&5

Backup does not recognize network volumes. So
you may have to make the backup to the same
volume, and then copy it to another volume on the
network

4. Make sure the data and structure options are checked.




5.

6.
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Select Verify Backup.

Click the Backup button.

Scheduling Repeat Backups

1.

2.

Perform a full backup first (refer to “Full Backup” on page 54).

Save the backup project file inside the Database directory located
inside the PassagePoint Server directory.

Select the backup options from the Backup Scheduler window.

Backup Scheduler

G G
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Restoring From a Backup

1. Launch the Backup application located in the utilities directory.

2. Click the Restore button.
B

Full backup

Wi
@ LJ'> Usze this feature on & regular basis to make &

complete backup of your database.

Restore

|j> .@ Click here to open a backup copy of your database

and restare it.

Restore Log
o |:> @ Usze this feature to integrate log file operations into &

database.

& Mirror
o |j> L. Use this feature to manage a mirror databaze which
= receives and integrates the log file via the netwaork.

3. Once the window opens, select the backup file to restore from.
Click Open.

4. The data file "PassagePoint.4DD" and "PassagePoint.4DR" will
be created and saved.
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Tuning the Servers Idle

The System Settings Tab allows you to set some options that make a dif-
ference in the performance of your database. Select File > Database Prop-
erties > System Settings.

Scheduler Options

These options work together to help tune your database. When the Server
is running with the default settings, it assumes that it is running as a dedi-
cated server. Therefore, it uses a significant proportion of the CPU time:
ranging from approximately 20% at idle to as much as 100% when the
server is active. To observe this behavior, you can use Ctrl-Alt-Del, then
click the Task Manager button to bring up the Task Manager.

B windows Task Manager M= E3
File ©Options Yiew Help

Applications I Processes Performance |

—CPUUsage —— ~CPU Usage History

—MEM Usage ——  —~Memoary Usage Hiskary

2 EHE
~Totals —————————————— ~Physical Memory (k)
Handles 9731 Total 523568
Threads 383 Available 183256
Processes 46 Syskem Cache 292348
—Commit Charge (K)——————— [~ Kernel Memary (K
Total 276472 Total 58548
Lirnit 1277508 Paged 39344
Peak 419560 Monpaged 19504

Processes: 46 CPU Usage: 13% Mem Usage: 276472K | 1277508k v
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When you modify the three Scheduler options, you change the default
behavior of the Server under Windows.

To reduce the CPU usage, slide all three scheduler settings to the left.

Database Properties

Blelole =|le|lvlalsl e
r Scheduler
ath Dimension Min —— 71 Max
4D Server Iin —ﬂ—l (EY |7E
40 Client Min || Max

D atabase Cache Memary
™ Use Mew Memory Allocation Scheme on Macintosh

Flush D ata Buffers even I 15 Minutes

Mazimum Cache: 20480 Kb

~Application Main Memony

Uzed Blocks: I 1 Block Size: 10240 Kb
~ Temporary Folder Location

) User Defined Brovse.. |

% Autamatic

Cancel I K I
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Database Cache Memory Settings

This setting tells the server how much memory to reserve for the data
cache. The data cache is that portion of memory that the server reserves
for data: records, indexes, record addresses, and so on. The default set-
ting is 2480 Kb.

Application Main Memory

This option allows you to tell the server how to request additional memory
from the Windows operating system: the maximum number of blocks and
the size of each block. The default setting is 11 blocks at 10240 Kb for
each block.
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Web Pre-Registration
Configuration

61

Starting the Web Server

The PassagePoint Web Pre-Registration Module is a built-in web server
that allows people within the organization to preregister visitors prior to
their arrival. The web server will start automatically upon launch of Pas-
sagePoint Server. No additional software or configuration is required. To
confirm that the web server is running, check the Server Process window
to see if the Web Server is running.

You will not need to use the Web Server menu to
start or stop the web server. Once the Web Pre-
&5 Registration Module license has been added, the
Web Server will launch automatically.

Note
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|=i|PassagePoint Enterprise Edition: STOPware, Inc. (o) x|

PaszageFPoint Server

f i) 1957-2002 STOPware. Inc

Structure: PassagePoint 4DC Connected User(s): 1 a

Data File: PassageFoint. 400 Processes Running: 8 w

Log File:

Tatal Memony: 5345k Activity: |

Cache Memory: 20430 K Cache Hit Ratio EEENNNENEN

£ Users @ Time Status Fiatic

R e ——————— T ]
= #1 . User Interface Waiting for event

N

- #2: Client Manager Executing
~ #3: Cache Manager Delayed
“-H9: Web Server Executing
Stored Procedures 00:00:00 0z

Connecting to the PassagePoint Intranet Site

To access the PassagePoint web site, enter the IP address or domain
name of the server machine into the location line of your favorite web
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browser. PassagePoint can be used by Microsoft Internet Explorer and
Netscape Navigator.

q

PassagéPoint

User Login

Instructions: Enter your Login name and Password.

Are you a new user? If so, Click here to create a login account.

Enter Login Information:

Login Name: ||

Password: I

Forgot your Login information?

Enter your email: I

RequestLogin |

Online Password Options

PassagePoint allows various ways to handle online passwords for access
to the Web Pre-Registration Module. By default, Intranet users must have
a login and password to access PassagePoint. If the user does not have a
login and password, they would have to ask an administrator of Passage-

Point to create one.
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I=d]

Configuration & Preferences

Select:

Buildingz/Lobbies
Business Card Scan
Business Rules

D efinable Figlds [Directary)
D efinable Fields [Vigits)
Drirectaory Auka Irmport
Directory Categonies
Directory Link

Drivers License Scan
E-taill Features

Enterprize Databaze
Event Lag
Options/Features

Other Admin Tools

Other [mporting

Pazsport Scan

Permission List

Photo Capture

Product Licenses

Security Alerts

Sigrrin Station Profiles

U szer Accounts

U zer Definable Views
‘web Pre-Reqi ian

Changes for work stations will take effect at next login.

[~ Require Approval of Web Entiies
[~ Uze Microsoft 11S for Web Serving

=

;l ‘web Pre-Hegistration

rLogin Options

% Use PassagePoint Directory Login System
[~ Allow Intranet Users to Change their Password
W;Allow Intranet Users to Choose Login & Password;

[ Allow Intranet Uzers to Create Directory Accounts

' Use Third-Party Web Password System
[~ Use non-standard HTTP variable to authenticate

HTTP Variable: |

=l

Map to Directory Filed: IUnique_VaIue
' Use LDAP Server for Authentication

' Mo Authentication - Limits Functionality

‘Wwieb Server Process Min. ‘Web Server Process bax. |

QK Cancel

Allow Intranet Users to Choose Login and Password

This option allows only users who are already in the directory to add a
login and password to their account. This information is then emailed to
the directory record's Email address (if available) as a security measure.

Allow Intranet Users to Create Directory Accounts

This option allows users who are not currently in the directory to add them-
selves along with a login and password. This option provides the most
flexibility for users, but provides less security.
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Use Third-Party Password System

This option allows the PassagePoint Web Pre-Registration Module to give
password control to another password system such as Siteminder. With
this option selected, the web pages found inside the Database Directory
would be "secured" with the third-party system. If a user tried to access
any page, they would be re-directed to the third-party system. Once they
login, would pass the user name to PassagePoint and PassagePoint
would find a match in the directory. To make this process manageable, the
directory should be imported routinely with the login information. Please
refer to the Directory Auto Import section of this manual for more informa-
tion.

Use non-standard HTTP Variable to Authenticate

The default is "REMOTE USER". Select the option and enter a new user
name as appropriate. This user name is the same name as the user name
in the third-party web password system.

Use the "Maps to Directory" pull down window to locate the directory
record of all the user names. If the name is recognized, PassagePoint con-
tinues. If the name is not recognized, PassagePoint does not prepopulate
the user name and other host information.

User Authentication using LDAP

Enabling LDAP uses the login screen as well as LDAP authentication
before continuing.

Select Config > Users Accounts > Password Rules. In the User Authenti-
cation Rules window, check Use LDAP Authentication and then specify the
Server Address of the LDAP server and a Search Base (See “Directory
Linking with LDAP” on page 226 for more information on the the Search
Base).
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Note

PassagePoint will only authenticate users which
exist in PassagePoint. In other words, to
authenticate a user in an LDAP system via
PassagePoint, that user must already exist as a
user in the PassagePoint system.

The passwords in each system for a given user do not need to match but
the user names must match.

Require Approval of Web Entries

This option allows Intranet users to pre-register visitors without the visitor
information being instantly available to the receptionist. The visitor entries
await approval by an authorized person, using the client application. Once
they are approved, they become available to the reception staff. On the
Intranet side, approved visitors can no longer be edited by the Intranet
user and are shown in a Green color.

Refer to the PassagePoint User Manual on how to use the Client Applica-
tion to approve web entries.

Working with Microsoft IIS

PassagePoint Web Pre-Registration has its own built-in web server. It is
possible, however, to use Microsoft IIS to serve the web pages.
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Installing the 4DISAPI Files

To work with IIS, PassagePoint uses isapi files to pass information back
and forth from IIS and PassagePoint.

1.

The files you need are installed into the IIS directory inside the
PassagePoint server directory.

Three files will be placed inside. Two isapi files and one html file.

Place the "4disapi.dll" and "4disapi.ini" files inside the Scripts
folder of the IIS server.

If IIS is only being used for PassagePoint, you may want to put
the "default.ntm" file into the root location of the 1S website (ie.
x:\inetpub\wwwroot directory). This default file redirects a request
for the home page to "/scripts/4disapi.dll/" which will get the home
page from PassagePoint. If lIS is being used for other applica-
tions, the users will have to enter the server's address plus "/
scripts/4disapi.dll/."

Changing the Default Port

PassagePoint uses Port 80 as the default web server listen port. If you are
using IS with PassagePoint, then you must change the default port to
8080 in PassagePoint.

To Change the Default Port, select File Menu (from the Server Screen) >
Database Properties.

1.

2.

Select the Web Server | tab.
Change the TCP port setting to 8080.
Click OK to save changes.

Exit and re-launch the server application.



68

Chapter 5
Web Pre-Registration Configuration

Blelolslslelvia 2o

—Web Server Publizhing

TCF Part: I a0

IP Address: |AII =

Default HTML Path

Default HTML Root: |

Default Home Page: |

~Mode

I Use New Context Referencing Mode
¥ Start without Context

4D WebSTAR
I~ Allow 4D Connect

Cancel

[ o= 1

Using IIS on a Separate Server

To run IIS on a separate machine from the PassagePoint Server, follow

these steps:

1. Open the 4disapi.ini file and edit it to redirect to the machine with

the PassagePoint Server on it.
2.  Sample INI file.

3. [Forward]

4. ;'Hostname' name or address of the server to target

5. ; (localhost=127.0.0.1)
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6. TargetServer=localhost
Replace both "localhost" parts with the name of the server machine run-

ning PassagePoint Server. Then replace 127.0.0.1 with the IP address of
the server machine running PassagePoint Server.

Web Server Minimum Processes

PassagePoint Web Pre-Registration can keep a minimum number of web
processes idle so that requests are handled as quickly as possible. By
default, the minimum number is 10. In most cases, this is enough.

To change this number, select File Menu (on Client) > Configure > Web
Server.

1. Click the Web Server Process Min button.
2. Enter the new value.
3. Click OK to save changes.

4. The server application needs to be restarted to take effect.

Web Server Maximum Processes

PassagePoint Web Pre-Registration can allow a maximum number of web
processes to be created. By default, the maximum number is 300. In most
cases, this is enough.

To change this number, select File Menu (on Client) > Configure > Web
Server.

1. Click the Web Server Process Max button.
2. Enter the new value.

3. Click OK to save changes.
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The server application needs to be restarted to take effect.

Modifying HTML Web Pages

The web pages served by PassagePoint are stored on the server in a
directory named Pages inside the IntranetModule Directory. Because of
the way PassagePoint serves these pages, any changes to these pages
must be done to the files directly on the server. Be careful not to remove
any of the embedded tags used by PassagePoint. It is recommended to
use a text editor or high-end html edit tool instead of using other WYSI-
WYG tools that may alter the look or functionality of the pages.

Using Custom Field 1 on Web Page

During the pre-registration process, users can enter data into the Custom
Field 1. This field can be used to capture additional information not already
requested. To change the title of this field or to make it a required field,
refer to the Custom Fields section of this manual.

Default TCP/HTTP Port

PassagePoint Web Pre-Registration uses the default TCP/IP port 80 for
web services. This can be changed on the server. If you do change it, you
should use a number greater than 3,000. Most port numbers below 3,000
are reserved for standard international use.

Note If you are using IS with PassagePoint, make sure
&< the port number in PassagePoint and the
4disapi.ini file are the same.

Changing the Default Port Number, select File Menu (from the Server
Screen) > Database Properties.

1. Select the Web Server | tab.



STOPware PassagePoint4.5| 71
Administrative Guide

2. Change the TCP port setting.

3. Click OK to save changes and restart the server.
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Badge & Label Design

Configuration & Preferences

Select:

Buildingz/Lobbiez
Business Card Scan
Business Rules
Definable Figlds [Directory]
Definable Fields [Wisitz)
Directory Auto lmport
Directony Categories
Directary Link

Drivers License Scan
E-Mail Features
Enterprise Database
Ewent Log
Options/Features
Other Admin Toolz
Other Importing
Pazzport Scan
Permizzion List

Photo Capture
Product Licenses
Security Alerts

Sign-in Station Profiles
Uszer Accounts

User Definable Views
A S

e

[

Changes for workstations will take effect at next login.

Badge Designer

Enter Badge %esigner I

PassagePoint provides an integrated badge design tool that allows com-
plete control over how the badge looks and what is printed on the badge.

The Badge Designer screen is used to create a template. Once the tem-
plate is complete, data may be entered into these pre-defined fields.
Select File > Configure > Badge Designer.

X

Cancel
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Select Enter Badge Designer to see the following screen.

Visits - Badge Designer

Badge Style: [visitor =l

Aoossi [T tefmon [577
o[ Tep 207 |
wan | Hemi[pT ]
Y e N T o

Type: —————————————————
C Card Stock
(% Self Adhesive Labels

Stock

Select the size of the badge stock in the Stock drop-down menu. The most
common forms are pre-defined.

Use the Stock Settings to change the dimensions of the stock if needed.
Select Print Setup... to change the printer settings including horizontal or

landscape output, the paper size, or the properties of the printer. This
screen is the standard printer drivers window.
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Scroll through the different Badge Styles to change the output of the
badge. Badge styles are predefined. Select Create New to design a new
badge.

L New badge style name:
[ it Style

" ™ Duplicate “Yisitar” Style

Cancel | Ok |

Parking Pass

Labels can be created and designed the same way as the visitor badges,
however the parking pass must be named "parking".
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Badge

Visis - Badge Designer
Stock Badge |Bar Code | Options | Badge Style: [Visitor =l
File Edit Text Object Arrange

B [First Mame -
Last Mame

Full Mamne

Date In

Time In
Destination
Areas bo Vigit
Purpoze or Event
Acocess Card
Lobby Entered
Security Level
Category

Host Manager Mame
Custom Field 2:
Test 3

Custom Field 4:
Custom Field 5:
Custom Field &:
Custom Field 7:
Citizenzhip
Classification

D ocumentation
[isitor 1D
Authorized By
alid Thru D ate
v alid Thru Time

Phato
Spanszar Phata
Impart | Expart Insert Logo | % Single-Sided € Double-Sided  |Signature <

Use the Badge tab to edit the Badge Style chosen in the upper right cor-
ner. The fields on the right side of the screen are factory default samples
used as placeholders. Double-click or drag and drop the selection on to
the badge.
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For example, select "First Name", drag and drop it on to the main page.

Use the backspace or delete key to remove a field from the badge.

Visits - Badge Designer

Stock Badge |Bar Code | Options |

Badge Style: [visitor

File Edit Text Object Arrange

% Single-Sided ' Double-Sided

Ed

Last Mame

Full Mame
Fepresenting
Date In

Time In
Destination
Areas bo Vigit
Purpoze or Event
Acocess Card
Lobby Entered
Security Level
Category

Host Manager Mame
Custom Field 2:
Test 3

Custom Field 4:
Custom Field 5:
Custom Field &:
Custom Field 7:
Citizenzhip
Classification

D ocumentation
[isitor 1D
Authorized By
alid Thru D ate
v alid Thru Time

Phato
Sponzor Phaoto
Signature

=l

e

Repeat the process as appropriate to complete the customization of the

badge.
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In this example, First Name, Last Name, Representing, Signature and

Photo were selected. The following example represents the sample selec-
tions here:

Visits - Badge Designer

Stock Badge |Bar Code | Options | Badge Style: [Visitor =l
File Edit Text Object Arrange

Date In -
Time In
Destination
Areas bo Vigit
Purpoze or Event
Acocess Card
Lobby Entered
Security Level
Category _I
Host Manager Mame
Custom Field 2:
Test 3
Custom Field 4:

Damphousse Custom Field 5:

Custom Field &:
STOPware Custom Field 7:
Citizenzhip
Classification
D ocumentation

L]
, isitor 1D
e | purzedsy
v alid Thru Time

Ed

Danielle

Phato
Sponzor Phaoto
Signature

20 Bar Code

Import | Export Insert Logo | (% Single-Sided ) Double-Sided  |5Ponzar Full Mame -

Print Test Badge | Cancel | ok |
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The Attributes screen is accessed thru the Text > Specifications... menu in
the badge designer.

Text Attributes:

Forit Microsoft Sans Serif ¥

Size 14 sample
Color I
Style Jugtification

[ Plain [T Underine
¥ Bold [ Outline
[T Italic [ Shadow

Expanzion
" Up * Down Iv ariable Frame

Lancel |

Use the tools on the far left to add static graphics or text to the badge. For
example, if a box is drawn with the rectangle tool, or if text is added using
the "A" tool, these items are added as static objects and will not change at
print time. This option is similar to creating a master page - the fields
added from the right may be modified, however the static graphics and text
input may not.

Select Edit to perform standard processes including Copy, Paste, Clear
and Duplicate.

Select Text to modify the Font, Size, Style or Justification of the text on the
badge.

Select Object to change Line Patterns Colors, Width or other object ori-
ented settings including shaping, smoothing or rotating. This menu option
is object specific.

Select Arrange to move the text or object, including Bring to Front, Align,
Flip or Group/Ungroup.

Select Import to import a previously designed badge.
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Select Export to export this badge design to a file.
savens 21|

Savein: IE} PassagePoint_Client v4 j I I‘j‘ Ea-

CardScan Registry Entries E] License

Extensions 3LobbyPrefs

idscan drivers PassagePoint Client
Locale PassagePoint Client
PassagePoint Extensions E] ReadMe

System TALC3932.DLL

. appinfo.dil IEuser_manual

Desk_Reference v4

File name: Imybadge| j 53 E I
=l

Save as type: ICustom document (*blo)

Select Insert Logo to view a window to locate the file for insertion. The
supported formats are.bmp, .jpg and .gif.

Select single- or double-sided as appropriate.



Bar Code

Visits - Badge Designer

Stock | Badge  Bar Code | Options |

1D Bar Code (Code 3 of 9)

) Visit Mumber
0 Extended Visit

) Static Value: I

Sample:

*Access Card™

2D Bar Code (PDF417)
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Badge Style: |Visit0r

Data:

Sample:

First Name
Last Name

v Full Name

v Representing

v Date In

v Time In
Destination
Areas to Visit
Purpose or Event

v Access Card
Lobby Entered
Security Level
Category
Host Manager Mame
Custom Field 2:
Test 3
Custom Field 4:
Custom Field 5:
Custom Field 6:
Custom Field 7:

v Citizenship
Classification
Documentation

v Visitor ID

-

Danielle Damphousse
STOPware

05/10/04

1:13PM

Access Card

LSA

1410065407
05/11/04

1:13PM

et e

|

=

Print Bar Code Report. .. |

Print Test Badge |

| o 1]

Cancel

2D Barcode

Select Data from the left window to change the barcode. The checkmark
means "selected". Remove the selection from the Sample screen by click-
ing on the selection in the right window again (remove the checkmark). By
selecting the data, the barcode changes to reflect the new information.

1D Barcode

Select the type of Barcode in the 1D Barcode window.
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Extended Visit

Select the Extended Visit option to link the Create visit records on barcode
scan option found in the Directory Categories > Extended Visit Options
tab.

B

[

Directory Categories

Name IVisitor

General Settings | Advanced Settings  Extended Visit Options

' Do Nothing
Walid D ate/Time only used for printing on badge

) Pre-register and auto sign-in
Pre-register visits for each day and automatically
zighs-in visit

' Pre-register and auto sign-in until sign-out
Pre-register visits for each day and automatically
zighs-in vizitz, Auto gign-in will end once a sign-out
oo,

C Pre-register only
Pre-regizter visits for each day. An actual sign-in
iz required for each vizit.

iCreate visit records on barcode scan;

Teate visits on-demand when a barcode scan is read
uzing the Extended Yisit barcode option in the Badge
Dresigner

()8 Cancel

Refer to “Extended Visit Options” on page 155 for more information.

Static Value

Enter a value in the Static Value field to produce barcodes that represent
that value every time.
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Options

Visits - Badge Designer

Select a style for reducing text on a badge as shown.

Click OK when complete.
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User Accounts & Passwords

85

PassagePoint allows you to have various user accounts and passwords.
Each account can have different access levels and preferences. Also, mul-
tiple users can "share" the same user name and password. This way, you
can decide if you want to have a different user name and password for
each user or one user name and password that is shared by many. By
default, there is a user account called "admin." This is the administrator's
account or Super-User. At the time of the first launch, the "admin" pass-
word is left blank. The setup wizard will then ask you to set a new pass-
word. You must be logged in as the admin user to add new users.

Managing User Accounts
To Manage User Accounts, select File menu > Configure > User Accounts.
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i=dl

Configuration & Preferences

Select:

Badge Designer
Buildings/Lobbies
Buziness Card Scan
Buziness Rules
Definable Fields (Directory)
Definable Fields [Visits]
Drirectary Auto [mpark
Directoy Categories
Drirectary Link

Drivers License Scan
E-Mail Features
Enterprize D atabaze
Ewent Log
Options/Features
Other Adrmin Tools
Other Importing
Pazzport Scan
Permizsion List

Phata Capture

Product Licenses
Security Alerts

Sig

Pazzword Rules... |

Type | Mame ﬂ
Super User | Admin
User JOHN
Duplicate | M | Modify | Delete |

Diuplicate by Import |
(18 I Cancel

=]

—

errer e UserAccounts ]

Adding a New User

1. Login as the Admin user.

2. Go to File menu > Configure > Users Accounts.

3. Click the New button.

Modifying a User

1. Login as the Admin user.

2. Go to File menu > Configure > Users Accounts.

3. Select a user to modify.

4. Click the Modify button.
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Deleting a User

1. Login as the Admin user.
2. Go to File menu > Configure > Users Accounts.
3. Select a user to delete.

4. Click the Delete button. A dialog will appear asking if you want to
delete this user.

5. Click the OK button.
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Duplicating a User

1.

2.

Login as the Admin user.
Go to File menu > Configure > Users Accounts.

Select a user to duplicate.

Note
& The Super-User cannot be duplicated.

Click the Duplicate button. A dialog will appear asking if you want
to duplicate this user.

Click the OK button.

The duplicated user record will open.

Duplicate a User with the Import function

1.

2.

Login as the Admin user.

Go to File menu > Configure > Users Accounts.
Select a user to duplicate.

Click the Duplicate by Import button

Click OK to continue

Open a .txt file with tab-delimited information ("username" Tab
"password"), for example, "JoeSecurityGuard" > "password".

The new users appear in the user list.
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User Info

[ |
Users

Uzer Info |Visit0r Data Access | Other Access |

Login Hame: |

Password: Change... | Reset... |

Email: |

saLusr | |

™ Use Teminal Server Settings

Refresh Rate [5ec] ISD

Ok Cancel I

Login Name

The Login Name is a required field. The login can be unique to one individ-
ual or can be shared by many people. The Login is not case sensitive.
Passwords

A password can be added to the user account but is not required. These
passwords follow the Password Rules set in the User Accounts screen.
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Resetting the Password

This will reset a user's password to the default password as specified in
Password Rules.

Select File Menu (from the Server Screen) > Database Properties.

1.

2.

Login as the Admin user.
Go to File menu > Configure > User Accounts.
Select a profile and click Modify.

Click the Reset button. A dialog will appear confirming that the
password has been reset.

Click the OK button to save the changes.

Changing the Password: Admin

1.

2.

Login as the Admin user.

Select File menu > Configure > User Accounts.

Select a profile and click Modify.

Click the Change button. A password screen will appear.

Enter the current password (if any) and enter the new password
twice.

Note
&= Passwords are case sensitive.

Click the Change button.

Click the OK button to see changes.
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Changing the Password: Users

Users may change their password anytime. To Change a Password,
select File > Change Password.

1. Enter you current password.
2. Enter the new Password two times.

3. Click the Change button.

Note
& Passwords are case sensitive.

Email Address

Enter the Email address for the individual or workstation. This Email
address will be used as the "From" address when sending visitor
announcement Emails. If the Email address is left blank, the default Email
address will be used. Please refer to the Email Features section of this
manual for more information about these features.

SQL U/P

These fields are used for PassagePoint Enterprise Edition. Please refer to
the Enterprise Addendum for more details.

Use Terminal Server Settings

This checkbox should only be used if the user account will always be using
an NT Terminal Server connection along with Citrix to log into Passage-
Point. Please refer to the Advanced Topics section of this manual for more
information.
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Refresh Rate

The Refresh Rate is usually set at 30 seconds. This is the amount of time
between updates (if any needed) to the lists in the Explorer screen. If a
user does not require frequent updates, then this setting can be increased.

Note

&5

If you are using Visitor Sign-in Stations, keep the
Refresh Rate at two seconds for all users.

Visitor Data Access

The administrator can set access levels for users and restrict which fea-
tures are available to each user.

=]
Usears

User Info Wisitor Data Access |Dther Access |

x|

Campus:

Allow Access to the following:
Building: Floor[g):

f-| I.&II Buildings Ea| |.&II Floors =]
¥ Pre-Reagister

¥ Rapid Registration

[ Allow Sign-in & Badge Printing

[~ View/Print Detail Reports

¥ View/Print Summary Reports

[~ Delete Visit Records

[~ Display Badge Menu

¥ Display Location Menu

[~ Display Destination Menus

¥ Delete Pending Becords from Sign-in
¥ Modify Pending Records

[~ Modify Active Records

0K Cancel
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Allow Access to the Following

The Campus, Building, Floor menus are used to restrict access to visitor
data based on physical location.

Restricting Access

1. Start with Campus and select a campus. Refer to the Buildings
and Lobbies section of this manual for information about creating
a campus.

2. Select a building or leave it at the default "All Buildings" (within
the campus selected).

3. If a building was selected, the floor can be used to limit access to
a specific floor or a group of floors. Please refer to the Buildings
and Lobbies section of this manual for information about creating
a floor group.

Pre-Register

This option allows access to the Pre-Registration menu item under the Vis-
its menu. This allows a user to pre-register visitors and view the pending
visits report.

Rapid Registration

This option allows access to the Rapid Registration menu item. This allows
a user to view pending visits for the day and shows the active visitors.

Allow Sign-in and Badge Printing

This option allows a user who has access to the Rapid Registration
screens to enter visitors and print badges.
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View/Print Detail Reports

This option allows a user to view and print detailed information about past
visits for the locations they have access to. Some of these reports include:
Daily Visitor Log, Current Visits, All Visits and custom reports.

View/Print Summary Reports

This option allows a user to view and print summary information about
past visits for the locations they have access to. Some of these reports
include: Traffic Report Summary and Daily Traffic Graph.

Delete Visit Records

This option allows the user to delete ANY visitor from the database.

Warning )
w Record deletion cannot be reversed.

Display Badge Menu

This option displays the badge design menu in the Entry screens. This is
used when multiple badge designs are used.

Display Location Menu

This option displays the Show menu in the Rapid Registration screens.
This is used to view visitors from different buildings.

Display Destination Menus

This option displays the destination menus in the Entry screens. In most
cases, this should not be used because the destination is automatically
stamped by PassagePoint.
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Delete Pending Records from Sign-in

This option allows a user to delete a pending visitor in the Explorer screen.

Modify Pending Records

This option allows a user to make changes to pending or pre-registered
visitors before signing them in.

Modify Active Records

This option allows a user to make changes to active visit records.

Note Only the Super-User can make changes to
&5 historical records.
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Other Access
¥ i
Users

User Info | Vishor Data Access  Other Access |

[~ Country Warnings
[~ Access Cards

[~ Lists for drop-downs [~ Search

[~ Import/Export [~ Look-out List

[~ Approve Web Entries

[+ Station Preferences

[~ Add/Edit Becords Phata Capture -
™ ¥iew/Print RBeports
[~ Delete Records

[ Delivery Features

[+ Property Features

™ ¥iew/Print Property/Delivery Reports
[~ Delete Property/Delivery Records

Ok, I Cancel I

Select the pulldown arrow to view the administrative levels.

Select Local Admin to configure user accounts and badge designers of
local facilities. For example, with a facility in New York and a facility in San
Francisco, using Local Admin has the privilege of configuring of either one
or the other.

Select Admin to have the highest privileges, including all configurations
system-wide.

Selecting User blocks the ability to configure the system. This is the
default privilege.
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Station Preferences

This option allows the user to select the Station Preferences menu item
from the File menu. This is used to make workstation specific settings.

List for Drop-downs

This option allows the users to select the Edit Lists menu item from the File
menu. This is used to edit the defaults for various used in PassagePoint.

Import/Export

This option allows the user to select the Import Directory and Export menu
items from the File menu. Please refer to the Import and Export sections of
this manual for more information.

Approve Web Entries (Web Pre-Registration Module Only)

This option allows the user to select the Approve Web Entries from the
Report Manager. This is used to show entries made using the Web Pre-
Registration and approve those entries so the reception staff can gain
access. Please refer to the Web Pre-RegistrationWeb Pre-Registration
Configuration section of this manual for more information.

Add/Edit Directory Records

This option allows the user to select the Add Directory Record menu item.
This is used to add employees, contractors, etc. to the directory for use as
a host or sponsor.

View/Print Directory Reports

This option allows the user to View and Print reports for the Directory.
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Delete Directory Records

This option allows the user to delete directory records.

Delivery Features

This option displays the Delivery menu giving access to the Delivery fea-
ture.

Property Features

This option displays the Property menu giving access to the Property fea-
ture.

View/Print Property & Delivery Reports

This option allows the user to View and Print reports in the Delivery and
Property menus.

Delete Property & Delivery Records

This option allows the user to delete Delivery and Property records.

Country Warnings

This option allows the user to select the Warnings menu item from the File
menu. This is used to enter country specific information or warnings.

Access Cards

This option allows the user to select the Access Cards menu item from the
File menu. This is used to manage the Access Cards feature.

Search

This option allows the user to select the Search menu item. This is used to
perform searches on the database for reporting.
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Look-out List

This option allows the user to select the Look-out List menu item from the
Visitors menu. This is used to manage the Look-out List feature.

Licensed Features

The licensed featured list will only become visible if you have already
entered the serial numbers for the photo capture or access control or
some other feature-based serial number. The licensed features list allows
the administrator to decide which users are allowed to use these licenses.

To Select a Licensed Feature, select File > Configure > User Accounts.

1.

Select the user account you wish to use and click the Modify but-
ton.

Click the Other Access tab.
From the licensed feature list, select the feature (i.e. Photo Cap-
ture) that you wish to give to this user.

A checkmark will appear next to the features selected.

Click OK to save your changes.
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Password Rules

PassagePoint is protected with a very flexible and advanced user pass-
word system. For most organizations, basic user names and passwords
will satisfy the need for user access control. For some organizations, how-
ever, a more advanced set of password rules are required.

To Set Password Rules, select File menu > Configure > User Accounts.
1. Click the Password Rules button.
2. Select your settings.
3. Click Save to close the window and save your changes.

|z User Authentication Rules N [m] |

~Login Rules

[~ iLogin Mame must match MT Domain Login Mame.:

[~ One session per Login Mame.

Accaount lockout threshhaold: |—2 atternpts
W Use LDAP Authentication

Server Address: |192.'| EB.254.169

Search B age; |D C=gj,0 C=gtopware, [ C=com

~Pazaword Rules

™ Must not contain the Lagin Narme.
tinimum pagzsword length; |—3 characters
M arimum password length; I—B characters
Default password expiration period: I—EI daps
Previous paszword re-uze threshhold: I—D pazzwords
Historical pagsword re-uge threshhold: I—D dapz

¥ Mew users must change password on first login.

Default password: [ User Mame  or |password

—Regular Expression Password Filker

- |

=
Theze regular expressions are evaluated when a hew password iz entered.
If any of theze expressions match, the new password is rejected.

Save I Cancel |
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Login Rules

User Name must match NT Domain Login name. This option requires
that the PassagePoint login name must match the NT Domain login name
currently logged into the workstation. This feature prevents a user from
accessing PassagePoint without first logging into the NT Domain with
their own user account.

One session per User Name. This option prevents the use of the same
user account by more than one person or multiple sessions by the same
person.

Account Lockout threshold. This setting allow you to set a maximum
number of login attempts before PassagePoint exits and requires the user
to re-launch PassagePoint.

LDAP Setup

Use LDAP Authentication (refer to “User Authentication using LDAP” on
page 65 for more information.) Select this box to use an LDAP server for
authentication on user accounts. This option passes the user’s login and
password to the LDAP server for authentication. Configure the server
address and search base settings as needed.

A user account in PassagePoint is required for each LDAP user that needs
access to PassagePoint. When creating the user account, make sure the
login name matches the LDAP login name.

Note All other password rules will only apply to sign-in
&5 stations.

Password Rules

Must not contain the user name. This option prevents a user from hav-
ing a password that is the same as their login name.

Minimum password length. This setting allows you to set the minimum
number of characters that a password can be.

Maximum password length. This setting allows you to set the maximum
number of characters that a password can be.
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Default password expiration period. This setting allows you to set an
expiration period for passwords. The setting is expressed in number of
days. Once a user has a password for the set number of days, Passage-
Point will require them to set a new password.

Previous password re-use threshold. This setting allows you to restrict
the re-use of passwords. The setting is expressed in a number of pass-
words. For example, if the setting is three (3), a user would be required to
use a unique password three time before they could re-use an older pass-
word.

Historical password re-use threshold. This setting allows you to restrict
the re-use of passwords. The setting is expressed in a number of days.
For example, if the setting is ninety (90), a user would be required to use
a unique password during the last ninety days before they could re-use an
older password.

New users must change password on first login. This option requires
that new users change their password the first time they login.

Default password. The default password can either be their login name
or a specified value. Enter the default password value into the field or click
the User Name option to activate this option.

Regular Expression Password Filter

The Regular Expression Password Filter allows for advanced password fil-
tering. It is possible to enter almost any sort of restriction on passwords
using this filter. For more information on Regular Expression syntax, check
your local book store or references online.

Examples:
Jsecret.* this would prevent the use of the word “secret” as a pass-
word
Fpassword.* this would prevent the use of the word “password” as a
password
*stopware. * this would prevent the use of the word “stopware” as a

password
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PassagePoint allows you to create Sign-in Station Profiles that use a spe-
cial interface for visitor self-registration. A Sign-in Station Profile can be tai-
lored in many ways to work and look just the way you want. In most cases,
one Sign-in Station Profile is all that is needed, even for multiple locations.
If necessary, additional profiles can be

created for varying requirements in locations.

Managing Sign-in Station Profiles

To Manage Sign-in Station Profiles, select File menu > Configure > Sign-in
Station Profiles.

I=d] X
Configuration & Preferences T?;
Select: &

Access Control Integration |
Badge Designer

Buildingz/Lobbiss
Business Card Scan
Business Rules
Definable Fields [Directory] Type [Hame =
Definable Fields [Visitz] Visitor kiosk

Directory Auto lmport
Directory Categories
Directory Link,
Drivers License Scan
E-tail Features
Enterprize Database
Ewent Log
Options/Features
Other Adrmin Tools
Other Imparting
Passport Scan
Permizzion List LI
Phota Capture
Product Licenzes Duplicate Mew I Modify | Delete |

- i Cancel |
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Adding a New Sign-in Station Profile

1. Login as the Admin user.
2. Select File menu > Configure > Sign-in Station Profiles.

3. Click the New button.

Modifying a Sign-in Station Profile
1. Login as the Admin user.
2. Select File menu > Configure > Sign-in Station Profiles.
3. Select a profile to modify.

4. Click the Modify button.

Deleting a Sign-in Station Profile

1. Login as the Admin user.
2. Select File menu > Configure > Sign-in Station Profiles.
3. Select a profile to delete.

4. Click the Delete button. A dialog will appear asking if you want to
delete this profile.

5. Click the OK button.
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Duplicating a Sign-in Station Profile

1. Login as the Admin user.
2. Select File menu > Configure > Sign-in Station Profiles.
3. Select a profile to duplicate.

4. Click the Duplicate button. A dialog will appear asking if you want
to duplicate this profile.

5. Click the OK button. The duplicated profile will appear.

Sign-in Station
1] |
Sign-in Station

Station Infa |Settings| Front Soreen| Screen 2| Screen 3| Optians |

Login Hame: |

Password: Change...l Feset... |

Category Choices:

v Employes -
¥ Temp Employes

v Contractor

v Wigitar =

()8 | Cancel |

Login Name

The Login Name is a required field and is not case sensitive.
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Passwords

=] |
Sign-in Station

Station Infa |Settings| Front Soreen| Screen 2| Screen 3| Optians |

‘ Login Hame: Ivisitor

Password: Change...l

Alert

Password successfully reset.
A

A password can be added to the sign-in station profile but is not required.
These passwords till follow the Password Rules set in the User Accounts

screen.

Reset the Password

This will reset a station's password to the default password as specified in
Password Rules.

1.

2.

Login as the Admin user.
Select File menu > Configure > Sign-in Station Profiles.
Select a profile and click Modify.

Click the Reset button. A dialog will appear confirming that the
password has been reset.

Click the OK button to save the changes.
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Changing the Password

1.

2.

Login as the Admin user.

Select File menu > Configure > Sign-in Station Profiles.

Select a profile and click Modify.

Click the Change button.

A password screen will appear. Enter the current password (if
any) and enter the new password twice.

Note

&5

Passwords are case sensitive.

Click the Change button.

Click the OK button to see changes.
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Settings

1] |
Sign-in Station

Station Info  Settings |Fr0nt Screenl Screen 2| Screen 3| Dptionsl

Pref Polici
F Pohcies

|_§F'rint Badge automatically after Visitor completes Sigreing

I~ Add as Pending Yisit [Fequires Verification by Receptionist]
I~ Require Pre-Register Match [for Unattended Lobby)

I~ Send Host Email Motification at Yisitor Signein Station

I Display Employee Directary ta Visitar

I~ Require NDA& Acceptance [cancel entry if Decling is clicked)

I~ Use Teminal Server Setings [MetaFrame)

()8 | Cancel |

Print Badge automatically after Visitor completes Sign-in

This option will print a badge once the visitor has completed the sign-in
process. This applies only if the category selected by the visitor has the
"Print by Default" option selected. Please refer to the Directory Categories
section of this manual for more information.

Add as Pending Visit (requires verification by receptionist)

This option is used when you want the receptionist to verify the "pending"
visitor's information before completing the sign-in process. If this option is
not checked, the visitor will become an "active" visitor.

Require Pre-Register Match (for unattended lobby)

This option is for an unattended lobby with a visitor sign-in station. It
requires that visitors be pre-registered prior to arrival. If the visitor name is
found, the sign-in is complete, a badge prints (if selected) and the host
gets notified via Email (if available).
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Send Host Email Notification at Visitor Sign-in Station

This option will send an automated email to the host's email address (from
the host's directory record) as soon as the visitor completes the sign in
process.

Display Employee Directory to Visitor

This option will show the employee list to the visitor if they need to look-up
the correct spelling of a Sponsor's name. Check with your company's
security policy before selecting this option.

Require NDA Acceptance (cancel entry if decline is clicked)

This option is used with the NDA feature. It requires that the NDA or Visitor
Agreement be accepted before saving the entry.

Use Terminal Server Settings

This checkbox should only be selected if the user account will always be

using an NT Terminal Server connection along with Citrix to log into Pas-

sagePoint. Please refer to the Advanced Topics section of this manual for
more information.
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Front Screen

1] B
Sign-in Station
Station Infol Settings  Front Screen |Screen 2| Screen 3| Dptionsl

Badiground... | Sign-in Elutton...l Sign-out Elutton...l

o e

Welcome Text
;I Color Laga...

=
Screen: IStandard - I ak. | Cancel

Background Graphic

The Sign-In station profile has a default "look and feel" when it is created.
This is achieved using a background graphic which can be replaced with
your own custom "look and feel" graphic. In most cases, adding a Color
Logo to the default look will achieve a custom look. See Color Logo later in
this section for more information. To replace the background graphic, the
following guidelines must be followed to ensure functionality.

You may load the following graphic formats: JPG, GIF, BMP, PICT. If you
have any problems loading the graphic image, convert it to JPEG and try
again.

The size of the background image must be 576 pixels wide and 432 pixels
tall. The resolution of the graphics must be set to 72 dpi. The background
graphic "sits" behind the other objects on the sign-in screen.



STOPware PassagePoint 4.5 | 111
Administrative Guide

The center area is reserved for the functional objects such as buttons and
fields. This area should always have a white background. Please refer to
the specifications below before designing your own screen.

& 576 Pixels -
1 f
110 Pixels
432
—75 - +55
Reserved area
(must have white background)
* *
50 50
¥ ¥ ¥

Replace the background image

1. Click the Background button.

2. Select a graphic file or copy your image to the clipboard and
paste it into the background field.

Buttons

The Sign-In and Sign-out button graphics can be replaced with your own
graphics to match the background image. The button must be 130 pixels
wide and 55 pixels tall.
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Replace the button graphics
1. Click the Sign-in or Sign-out button.

2. Select a graphic file or copy your image to the clipboard and
paste it into the button field.

Welcome Text

Text may be added to the front screen of the Visitor Sign-in Station. Use
this to welcome visitors or provide instructions. The text is displayed in the
center of the visitor screen just above the Sign-in and Sign-out buttons.

Enter text
1. Type the text into the Welcome Text field.

2. Re-launch the visitor sign-in profile to see the changes.

Color Logo

A logo or graphic can be added to the front screen design. The graphic will
be displayed just below the Sign-in and Sign-out buttons.
Adding a logo or graphic

1. Click the Color Logo button.

2. Select a graphic file or copy your logo and paste it into the color
logo field.
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Screen

The Screen menu is used to select the screen template to use for the Visi-
tor Sign-in Station Interface. The default setting is the "Standard" screen.
On the Professional Edition, other options such as "Language" and "Touch
Screen" are available. In very special cases, the custom option is used.
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Screens 2 & 3

Sign-in Station

Station Infol Settingsl Front Screen  Screen 2 |Screen 3| Dptionsl

Feg'd Label

Field Aszociation

Default v alue

Category:

“rour Mame:

Wisitor Category

First and Last Mame

IVisitor - I

IHepresenting

=

[~ [Sponsar or Host:

IEmployee Sponzor LI |

I~ [Citizenship:

IEitizenship

*Mote: Thiz option iz not available for Language Screen

=] [Usa

()8 | Cancel

[

Sign-in Station

Station Infol Settingsl Front Screenl Screen 2 Screen 3 |Dpti0ns|

Feg'd Label Field Azzociation Drefault Yalue
- [City [CustomField 3 =] |
[ |license |Custam Field =l
r IEHDiIT
|| [Mat Used =l
Mote: To show more rows, select a field name from the last choice list

()8 Cancel
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Fields on Visitor Sign-in Screen

PassagePoint allows you to decide which fields should be displayed on the
visitor sign-in screen. Once the visitor clicks the Sign-In button, they are
shown screen 2 and 3 (if needed). This is where they enter the information
you wish to capture. The category and name are always the first to be
shown. You decide the rest.

Editing or Adding a Field to the Screen

1. Select the field from the menu.

2. Enter the "Label" or "Title" of the field next to that field. For exam-
ple, you can change "Sponsor or Host" to "ABC Company Host."

3. To enter a default value, enter it into the field to the right of the
field menu.

4. To make the field required, check the box to the left of the field

label.
Note It is recommended to keep the number of fields to
&< a minimum so that the visitor can quickly and
easily complete the process.

Special Considerations

Visitor Sign-In stations are designed to be dedicated as kiosks for visitors
to self-register. To make the visitor's experience as fast and simple as pos-
sible, there are some special settings to consider when setting up the sign-
in computer. For example, it is important to take special steps to reduce
the chances that the visitor will explore the desktop, or worse. Consider
the items below when setting up the visitor sign-in station.
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Power Settings & Screen Savers

By default, power saving is usually turned on. This can cause the hard
drive to spin down when the computer is sitting idle. When a visitor tires to
use the computer, there will be a delay while the hard drive spins up again.
To avoid this delay, turn off the power saving settings.

A screen saver can cause confusion when the visitor is directed to sign-in.
It is recommended to leave the screen saver off.

Hiding the Task Bar

On the visitor station, the task bar does not need to be displayed. It is rec-
ommended that you set the Task Bar to "auto hide" and de-select the
"always on top" options. This will reduce the chances that the visitor will
access the task bar and make unwanted changes. To hide the task bar,
select Start Menu > Select Settings > Select Taskbar & Start Menu.

1. Select Auto Hide.
2. De-select Always on Top.

3. Click OK to save changes.

Setting Display Resolution

The visitor's screen is designed for a monitor set at 640 x 480 resolution.
This is due to the fact that many people have difficulty reading computer
screens. This resolution setting makes the objects on the screen large
enough so that most visitors can easily read the screen. This setting will
also allow you to use a smaller monitor such as a 12" or 14" monitor and
still have a sufficient viewable area. To change your monitors settings,
right-click on the desktop or select Display from the Control Panel.

1. Select Properties from the menu and make your changes.

2. Click the Apply or OK button.
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Importing & Exporting Data

PassagePoint allows you to import the directory data from a text file. This
can be done manually or automatically.

Manually Importing Directory Data

You can import directory data into PassagePoint at any time by selecting
Import from the file menu.

To import directory data, follow these steps:

1. Select the Default Category to be used for the imported records

and click OK.
Only the categories with the option "Can be added
Note to the Directory" selected are shown. Refer to
&5 Directory Categories later in this manual for more
information.

1] B

~Pleasze select a category:

()8 Cancel

17
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2. The Import File window will appear. Select the text file to import
and click Open.

3. The Import Configure window will appear.

x|
1 Fields | =] Forml File |§i Headerl = Delimitersl & Formatl
Impart T able: |Directary Table B3| File

ENTR Directory Table |C:A. ArodiMy DocumentstMew Text Document. TAT
/% First Name
i A Last Name Browse... I
-/ Phone
- A4 Department ~Record: Format
- A Email
- A Representing & Append Teut hd
- Unique Value - -
‘e A Location C Replace [iw/indawis File |
cy . =
[ Create Table
%l@l ‘Ti&j Cancel | Import I
AFirst Marne ™ | A Last Mame = | AUnigue ... ~ | AReprese.. | A Emal T | A Phone v 1=
Jones Brian 83538 Tech Source Inc | brianditsicom 5955355
Smith Betty 23390 Mills Inc, betty@mils,com | 6666665

v
| | »

4. Click on the arrow above each column to display a pop-up menu
of fields. Select the appropriate field for each column to "map the
fields." Select "Not Imported" for any columns you wish to ignore.

5. Make changes to the Header and Delimiters tabs as necessary.

6. Make sure that the Create Table box is not checked.

7. When you are finished mapping the fields, click the Import but-
ton. This will import the data into the directory.
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Automatic Import Feature

The Auto Import feature is designed to eliminate the need to update the
directory information in PassagePoint. Instead, the PassagePoint server
will automatically import and update the directory information every day,
week, or as often as you want. Each import is compared to the current
directory in PassagePoint. New people are added and those with changes
are updated. Optionally, people missing from the import can be automati-
cally de-activated. This feature provides hassle-free maintenance of the
directory information. To setup the auto import feature, follow these steps:

Select a Data Source

The first step is to select a data source to export the data from. This data
source could be a human resource database, company phone directory,

Email directory, security database, or any number of other data sources.
Although not required, it is recommended that you choose a data source
that has:

* Most current information available

* Unique ID for each person

* First and Last name in separate fields

* Phone number or extension (for host lookup)
* Email address (for Email notification)

If the first and last name are in one field, PassagePoint can
automatically parse the names if they are in
a standard format. Select the Full Name option as the Column

Note header. Automatic parsing will work with the following formats:
vl Last,First

Last, First

First Last

First Last
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Create the Import File

Once you have selected your data source, you will need to set up an auto-
mated process or batch file for exporting the data into a text file (tab or
comma delimited is preferred). The file should be saved in a location that
is accessible by the PassagePoint Server (ie. networked hard drive or a
local hard drive). The frequency of the update is up to you. PassagePoint
will "look" for the file every 24 hours and if it finds it, will proceed to import
the data and synchronize. If the file isn't found, it will wait another 24
hours.

File Formats
A Text file (i.e. "importfile.txt") is the preferred format in PassagePoint. In
some cases, this may not be an option. For example, some systems only
generate CSV files (i.e. "importfile.csv"). To use a CSV file, follow these
steps:

1. Manually change the file name to a .txt file.

2. Complete the Field Mapping as described below using the txt file.

3. Select the "Make a Copy of Import File First" option. This will con-
vert the .csv file to a .txt file prior to import.

4. Manually change the file name back to a .csv file.

5. Reset the Path to point to the .csv file.
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Select:

Accesz Control Integration a
Badge Designer
Buildings/Lobbies

Business Card Scan
Business Rules

I~ Run Import every day at IDD:DD

Path to Directory Import File [txt file)
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Rurn Mow |

Directory Auto Import

[Drefinable Fields [D_in_ac:tory]

Definable Fields [Visits |C:himport. T

ate
k.

Browse... |

Diirectory Li
Crivers License Scan
E-Mail Features
Enterprize Database

Ewent Log

Options/Features After [mpart
Other &dmin Tools Unique Field
Other Imparting

Paszport Scan
Permission List

" Online Help
i iyt e i D e | ’Vhttp:.-".-"www.PassageF’oint.com

Default Category I vl Import I 5

I~ Make a Copy of Import File First
l_ Du I I A

IHenameImportFiIe vl I~ Re-Index
IUniqueVaIue vl

Fhoto Capture
Product Licenses

Wy izsing From Import

[~ Email Import Results to:

I~ Remove Quotes

Security Alerts

Signein Station Profiles I
Uszer Accounts LI
Ll e Pom e el A fimae

Changes for workstations will take effect at nest login.

()8 | Cancel

Turn on and schedule Imports

To turn on and schedule the Directory Auto Import, follow these steps:

1. Select Directory Auto Import from the menu.

2. Click on the Run Import every day check box.

3. Enter the time of day to start the import (using 24-hour format).

121
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Set the Path to the Import File

Since the auto import process is done on the server, the path to the import
file should always be set relative to the server. The easiest way to set this
path is to launch the client application on the server and follow these
steps:

1. Select Directory Auto Import from the menu (in the Configure
Screen).

2. Click the Browse button and then click Continue when the warn-
ing is shown.

3. Select the import file. Optionally, you may manually enter the path
to the file in the path field.

Note The client application should only be used on the
&5 server for administrative tasks such as these

Map the Import File to PassagePoint

You will need to configure the import so that the import file is "mapped" to
the data fields in PassagePoint. Also, you may have fields in the import file
that you wish to "ignore" during the import. The import screen will allow
you to map the fields, set delimiters, and do a test import. Follow these
steps to quickly set up your import:

1. From a Client running on the Server, select the import file by fol-
lowing the steps above.

2. Click the Map Import File to Database button. Click Continue
when the warning appears.

3. If the path to the import file wasn't found an Open window will
appear. Select the file or click Cancel and set the Path with the
Browse button.
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4. The Import screen appears.

x|
1 Fields | =] Forml File |§i Headerl = Delimitersl & Formatl
Impart T able: |Directony Import Table B3| File

| port Table
4 First Name

b A Last Mame
- A FulM
e DL;pa:rT:nt ~Record: Farmat
- % Phone
- /% Email & Append Teut hd
- A Unigue Yalue - -
‘o Al Location C Replace windows File hd
o =
[ Create Table

%l@l ;'igj Cancel | Import |

A Last Marne ™ | A First Mame = | AUnigue ... ~ | A Emal  ~ _M_ -
Jones Erian 93028 briangtsi.com 553-3553

Smith Betty 23390 betty@mils.com | 666-6566

Davidson Lisa 58473 lisacl@tsi,com 333-3333

Melson Ted 56837 tedn@mills.com | 6EE6G66E

Adamns Steve 28472 steve@tsi.com  444-4444 _ILI
q »

5. Ifthe import file is using a Tab to separate fields (Delimiters), then
the sample data should display correctly. If it is using another
character, change the Delimiters by clicking on the Delimiters tab
and changing the options. Refer to the Delimiters section below
for more information.

Filel Ei Header = Delimiters |&# Folmatl

|Character =1 Default |
End of Field

~End of Recaord

|Returr/MesLine: =l

~End of File
|None =l I
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6. A sample of the data should now be displayed at the bottom of
the import screen. The Fields above each row, however, are
probably not mapped correctly.

A Full Mame ™ | % Departm.,, ™ A Phone ¥ | A Last Mame ¥ | ANotimp.., | =
Jones Erian 93028 briangtsi.com 234-5454
Smith Betty 23390 betty@mils.com | 234-5555
Davidson Lisa 58473 lisad@tsi,com 234-2332
Ted 56837 tedn@mills.com_ | 234-6778
Steve 28472 stevei@tsi.com  :234-4334

o

7. Click on the arrow above each column to display a pop-up menu
of fields. Select the appropriate field for each column to "map the
fields." Select "Not Imported" for any columns you wish to ignore.

A Last Marne ™ | /% First Marme = A( Emal ~ | A Phone | AMNotimp., T | 2

Jones Erian 93028 briangtsi.com 234-5454

Smith Betty 23390 betty@mils.com | 234-5555

Davidson Lisa 58473 lisacl@tsi,com 234-2332

Melson Ted 56837 tedn@mills.com_ | 234-6778

Adamns Steve 28472 steve@tsi.com  :234-4334 =

q |
Note Before clicking Import, make sure that the Create
&5 Table box is not checked.

8. When you are finished mapping the fields, click the Import but-
ton. This will do a test import and then return you to the Configure
Screen.

9. The Auto Import will start at the time scheduled or you can click
Run Now to perform the import immediately.
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Field/Record Delimiters

PassagePoint uses the Tab character as the default field delimiter and
Return/New Line as the default end of record delimiter. These settings can
be changed in the Import screen. To Change the Delimiters:

1. In the Import screen, click the Delimiter tab.

Filel Ei Headsr = Delimiters |&# Folmatl

|Character = Default |
~End of Field
~End of Recond

|Retumn/Mewling =1 |
~End af File

|None =1 I

2. Change the top menu from Decimal to Character.

3. Use the menus to select correct delimiter or type the character
into the field right of the menu.

4. Optionally, you can use the Decimal value of the character if the
Decimal menu is selected. (i.e. the Decimal value of a pipe "|" is

124).
Import files that are prepared by a Unix based
Note system can leave extra characters that will make
& setting the delimiters difficult. Make sure that
import files are prepared in standard text format
for Windows.
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The default PassagePoint only expects one
delimiter character. Therefore, using quotes (" ")
around the field data would cause the quotes to
&< be imported as well. To fix this, check the
“‘Remove Quotes” option. This will take the quotes
out of the data.

Note

Auto Import Options

Setting the Default Category

This is the default category that will be given to each record that is
imported. If a "category" field is imported along with each record then Pas-
sagePoint will use that field to determine what category is assigned. If the
category is not imported, PassagePoint uses the default setting selected in
the Directory Categories page of the Configure screen. To learn more
about assigning a category to each record, refer to the Directory Catego-
ries section of this manual.

What to do After Importing

Once the import is finished, PassagePoint can leave the import file alone,
rename it or delete it. If the Import File is not updated regularly, it is recom-
mended that you select Delete so that PassagePoint can skip the import
process until a new import file is available.

Re-Index after Importing

This option will rebuild the index table each time an import is run. In most
cases, this isn't required.



STOPware PassagePoint 4.5 | 127
Administrative Guide

Setting the Unique Field

The Unique field is used to compare new records with existing records.
Select a unique field that is included in the import file. By default, this
should be the Unique Value that is imported with each record. Ideally, this
would be an ID such as the employee number.

Note If you are importing the Web User ID with each
&5 record, this can be a good second option.

Making a Copy First

This option will make a copy of the import file, save it as text format and
then import the data. You may also choose to delete the copy after the
import. This option is useful if the import file is not a "txt" file.

Deactivate Setting

This option will "deactivate" any one that is not included in the Import File
for the default category. This way, the directory will always be up-to-date
with not only new hires but also with terminations.

The Import ID

The Import ID is used in the synchronization process. The ID will be incre-
mented by one each time the import is run. Each directory record that gets
imported will have the Import ID of its last import.
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Setting up an Email Based Report After Import

This will send an Email report to the Email address entered with the results
of the import process. It is recommended that this be used when you first
set it up. Once you are confident that everything is working properly, you
can turn off the report. To Send the Email Report:

1. Select Directory Auto Import from the menu.
2. Click the Email box to receive a daily Email report.

3. Enter the Email address(es) to send the report. Separate multiple
addresses with a comma.

Remove Quotes

This option will eliminate any quotes in the data. If you are importing a
comma, quote file, use this option.

Photo Import

PassagePoint allows an easy way to import photos into the directory. This
can be done manually or automatically when the Directory Auto Import
starts. In order to setup the import, you must first have the Photo feature
enabled. Please refer to the Photo Features section of this manual for
information on how to enable this feature.

To Import photos, you must have the following items:

* The photo files located in a directory that is accessible from the server.
* The photo files must be in a standard format such JPEG or BMP.
* A Unique Value (i.e. Employee ID) in each directory record.

* Atextimport file that includes the Unique Value (i.e. Employee ID) and file
name of the associated photo file.
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PassagePoint uses the Unique Value field in each directory record to "link"
the photo to the appropriate directory record. For this reason, the Unique
Value field is required in the directory records and must be in the photo

import file.

=]

Configuration & Preferences

Select:

uildings/Lobbiex
Busziness Card Scan
Business Aules

Diirectory Auto Import
Directory Categories
Diirectory Link
Drivers License Scan
E-Mail Features
Enterprise Database
Ewent Log
Optionz/Featuras
Cther Admin Tools
Other Importing
Pazezport Scan
Permizsion Ligt
Phata Capture
Product Licenses
Security Alerts

User Accounts

1 lwme Fmbiin bl b fimern

Access Control Integration .
Badge Designer
B

Definable Fislds [Directary)
Definable Fields [Wisits)

Other Importing

Photo Import
¥ Enable Photo Import
Path to Import File

|C:himponttphatos. TXT

M ap Import File ko Databage. ..

Path to Photo Files

|E:\import\ph0tos\

Browse... I
Fun M ow I

Browse... I

Sign-in Station Profiles

Changes for work stations will take effect at next login.

Cancel I

To Configure the Photo Import from a client on the server machine:

1. Select Other Importing from the Configure Screen menu.

2. Select the Enable Photo Import check box.

3. Select the text import file by clicking the Browse button.

4. If the import file only includes the photo file names without the
path, you must set the path by clicking the bottom Browse button
and selecting the appropriate directory. If the import file includes
the path, make sure the path is relative to the server and leave
the path field blank.
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5. Click the Map Import File to Database button. The Import
screen will appear.

6. Click the arrow above the field columns to map the Unique Value
and File Name. If there are other columns, select Not Imported as
the field title. Refer to the section on Delimiters above for more

information.
x
1= Fields | = Forml Filel Ei Header = Delimiters |&# Formatl
Imnport T able: [Photo Impert T able =] Diefault I
~Erd of Field
o A Unigue Yalue [Directory Link)
Tab ~| |3
|8 Phota File Mame I a =l I
~End of Record
|RetumMNewline =] [1310
~End of File
[ [Hone =] I
[ Create Table
%l@l ;'igj Cancel | Import I
Phota e Narme ~ :
111 93482.brmp
222 22814.brmp
333 34822,bmp
e 29482,brmp
il 48574.brmp vI
4 4

7. Once the import file is mapped, click the Import button. This will
test the import and return you to the Configure screen.

8. To run the import immediately, click the Run Now button or wait
until the next Directory Auto Import.

Note The Directory Auto Import must be enabled for the
&5 photo import to run.

To check the import, select a directory record and click on the Photo tab to
view the photo for that directory record.
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PassagePoint allows you to import vehicle information to correspond with
directory records. This can be done manually or automatically when the
Directory Auto Import starts. In order to setup the import, you must first
have the Vehicle feature enabled in the Options/Features section of the

Configure screen.

[

Configuration & Preferences

Select:

Business Rules

Drefinable Fields [Directory]
Drefinable Fields [Visitz)
Diirectory Auta lmport

E-Mail Features

Other Imparting
Passport Scan I~ Re-import Government Watch List Each Might
Permission List

Phata Capture [~ Display NDA to Visitors
Product Licenses

Changes for workstations will take effect at nest login.

diccess Control Integration |«
Badge Designer

Buildings/Lobbi .

Busineas Card Soan Business Hours [B:004M | To [5:00 PM

™ Use workstation's clock for time & date stamp

[¥ iEnable Vehicle Features!

Diirectory Categories [~ Enable Safety Training Features
Drirectory Link
Dirivers License Scan [~ Enable Video Playback Features

Enterprise D atabaze [~ Automatically Export Visitor Data Monthly _ Run Now |

[~ Hide extra fields when entering "walkup™ visitor

Mightly Clean-up Start Time IDD:DD Fiurn Mow |

Security Alerts Re-display Agreement after I_‘I months
Sign-in Station Profil
Ulsg:[ Eccgu'ﬁps ratles - [~ Show Running Totals In Explorer

=

[~ Capture Signature

()8 | Cancel

To Import vehicles, you must have the following items.

* A Unique Value (i.e. Employee ID) in each directory record.
* A text import file that includes the Unique Value (i.e. Employee ID) and

the related vehicle information.

PassagePoint uses the Unique Value field in each directory record to "link"
the vehicle information to the appropriate directory record.
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For this reason, the Unique Value field is required in the directory records
and must be in the vehicle import file.

1] =
Configuration & Preferences r[f;
Seleck: iz

ficeess Control Intearation  «
Badge Designer
Buildings/Lobbies

Business Card Scan
Business Rules

Drefinable Fields [Directory]
Drefinable Fields [Visitz)
Diirectory Auta lmport
Diirectory Categories
Drirectory Link

Crivers License Scan
E-Mail Features

Enterprize Database

Ev?nt L}Q t ~Vehicle Import
ptions/Features .
Other Admin Toals ¥ Enable ¥ehicle Import
5 . Path to Import File

aszport Scan . - Browse. .
Parmission List |C:hautcimport. TXT] |
Photo Capture .
Product L?c:enses Map Impaort File to Databaze... Fiurn Mow |
Security Alerts De icles not included in import file
Signein Station Profiles r P
Heerfezounts . =l
Changes for workstations will take effect at nest login. ak. Cancel

To Configure the Vehicle Import from a Client on the Server Machine:
1. Select Other Importing from the Configure Screen menu.
2. Select the Enable Vehicle Import check box.
3. Select the text import file by clicking the Browse button.

4. Click the Map Import File to Database button. The Import
screen will appear.
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5. Click the arrow above the field columns to map the Unique Value
and the vehicle information. Select Not Imported as the field title
for any unwanted columns. Refer to the section on Delimiters
above for more information.

until the next Directory Auto Import.

mport x|
1= Fields | = Forml Filel gi Header = Delimiters |&# meatl
Imnport T able: [Wehicle Import T able =] [Decimal =1 Diefault I
~End of Field
A Unigue Yalue [Directory Link) =
A futo Make [Tab = IS
2 ﬁ::;:ear ~End of Record
A Lic State |RetumMNewline B3| |13.-"1D
- A Model
- A License ~End of File
Caolar | o | I
[ Create Table
%l@l ;'igj Cancel | Import I
A Unigue value (Directory Link) = | A Auto vear | Aauto Make = | A Model =
3842 2003 TOYOTA ARUMMER, SILWER,
2847 2002 SUZUKT LT RED
1376 2001 WOLKSWAGOMN JETTA BLACK
5272 2000 FORD MUSTAMNG SILVER
1947 1990 LEXLIS 15300 ELUE
6l = Gmmrmmmee o >
6. Once the import file is mapped, click the Import button. This will
test the import and return you to the Configure screen.
7. To run the import immediately, click the Run Now button or wait

Note

&5

The Directory Auto Import must be enabled for the

vehicle import to run.

To check the import, select Vehicles from the Directory menu.
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Exporting Data

PassagePoint has export capabilities that open a wide range of possibili-
ties. For example, you can open the exported data into a spreadsheet
application or an advanced reporting tool. You can export data about visi-
tors, people in the directory, deliveries, property and more. The export file
can be saved in various formats including text, dbf, sylk, and diff. To export
data, follow these steps:

1. Select the data to export. This can be done by performing a
search or by using a report option.

2. Once the data is listed, select Export from the File menu. This
menu option can be limited to only specific users. The Export
screen will appear.

i
1z Fields | = | Forml File |§i Headerl = Delimitersl & Formatl

E=port from T able: IVisits - I File

=N Visits

-/ First Name
-/ Last Name
- Full Hame ~Recaord Faormat
- A Representing
-2 Date In ' Export all Records Tor —
-2 D.ate dut (! Export Selection
-8 Time In I_ i |
- &5 Time Out 0 Records to export Widons Fie .
- /4 Destination LI
= .
%l@l jﬂj ﬂ Cancel | Export |

=

-
A 15

3. Select the table from which to export using the menu at the top
left of the screen.
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4. Pick which fields to export by selecting a field from the listing and
clicking on the Single Blue Arrow button. The field should be
added to the bottom of the screen. To pick all fields, click the
Double Blue Arrow button.

5. To remove a column from the export, select the column and click
the Single Red Arrow button. To remove all columns, click the
Double Red Arrow button.

6. Select the correct File Format. The default is Text.

7. Make changes to the Header and Delimiters tabs as necessary.
Refer to the Delimiters section for more information.

8. When you are finished configuring the export, click the Export
button. You will be asked to name the export file. Click Save and
your data will be exported.

x
1w Fields | = Forml File |§i Headerl = Delimitersl B Formatl
E=port from T able: IVisits 'I File
B H Visits = I
-/ First Name Browse... I
-/ Last Name
- Full Name | ~Recaord Faormat
---/*
-] Date In ' Export all Records Tort =
- D.ate Out {*! Export Selection
-~ B3 Time In o =
. indows File >
-85 Time _DUt . 0 Records to export
- /4 Destination LI
= .
%l@l jﬂj ﬂ Cancel | Export I
AFirst Mame ¥ | A Last Name = =]

-
A 15
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PassagePoint automatically "stamps" the location of where visitors sign-in
and sign-out. By default, there is one location: "Main Lobby" which is
located in "Main Building." This default location can be renamed and if you
are using a networked edition of PassagePoint, you can add additional
buildings, lobbies, floors etc.

Building records are the parent records to lobbies and floors. That means
that you cannot create lobbies or floors until you first create the building to
which they belong. To Manage Buildings & Lobbies:

1.

2.

||

Configuration & Preferences

Select:
[hccess Contol Integration .
Doa

=

Eusiness Card Scan
Business Fules

D efinable Fields [Directory)
[ efinable Fislds [Visitz)
Drirectary Auta Import
Diirectary Categornies
Drirectary Link

Drivers License Scan
E -Mail Features

E nterprize Database
Event Log
Options/Features
Other Adrmin Tools
Cither Importing
Fassport Scan
Permission List

FPhoto Capture
Product Licenses

S ecurity Alerts

Sigr-in Station Prafiles

[~ Dan't show Sny Location' option in destination meru

e Accourts

Changes for workstations will take effect at next login.

Building Mame | Carnpus ﬂ
M ain Building M ain Campus
MNew Modify | Delete I
Ok I Cancel

_ A

Buildings/Lobbies

Select Configure from the File Menu (on the Client).

Select "Buildings/Lobbies” from the menu. A listing of your build-
ings appears.
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3. Don't show "Any Location" option in destination menus.

4. Select this option to remove the "Any Location" choice from the
Destination menus used throughout PassagePoint and in the
Web Pre-Registration.

Buildings

By default, the Main Building is created by PassagePoint. This can be
renamed by the Administrator by modifying the record. To Modify a Build-
ing Record:

1. Select the building to modify from the listing in Configuration
screen.

2. Click the Modify button. The building record will be displayed.

[ =l
Buildings
Building Name: |Main Building
General Settings IAdvanced Settings |
Address |
|
City
State/Post Code |
Campus |Main Campusz ;I Edit... I
rFloors rLobbies
Floark ame: |ﬂ Lobby Mame ﬂ
Ground Floor Main Lobhy
Mew | Modiy | Delete ||| New || Modiy | Delete |
QK | Cancel I

3. Once the changes have been made, click the OK button to save
your changes.
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General Settings

Building Name

The Building Name field is what gets displayed in the destination menus

used throughout PassagePoint. Be as descriptive as possible. For exam-
ple, you may wish to include the address of each building in the Building

Name.

Address of Building

This is optional information about each building. To Add a New Building,
select File Menu > Select Configure.

1. Select Buildings/Lobbies from the drop down menu.

2. Click the New button.

3. Click OK to save changes once you have finished your entry.
To Delete a Building, select File Menu > Select Configure.

1. Select Buildings/Lobbies from the drop down menu.

2. Select the Building to delete.

3. Click the Delete button. Confirm that you wish to delete this build-

ing.
4. A dialog will ask if you wish to delete all of the pending visitors for
this building.
Warning Deleting a building will permanently delete
w building information and any associated Floors
and Lobbies! This action cannot be undone.
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Lobbies

Lobbies are within buildings. In most cases, there is one lobby in each
building. If there is a back entrance or additional locations where Passage-
Point is being used within a building, create additional Lobbies for those
locations. The lobby in which a badge is produced is automatically
"stamped" by PassagePoint. To Manage Lobbies:

1.  Modify or Add a building first.

2. Use the three buttons below the Lobby listing to Add, Modify or
Delete a Lobby.

[ |
Lobbies
Name [Wain Lobhy
Building |Main Building
Terminal Print
Hew Path |- Select New Printer - E3|

Curmrent Path |

Ok, I Cancel I
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Lobby Name

The Lobby Name should be descriptive and include a reference to the
building that it resides in. For example, a lobby inside a building named
"450 Chicago" could be named "450 Chicago Front Lobby."

Building Name

The Building name shows the site of this lobby.

Terminal Printers

Select the printer driver path to use for this lobby location. Select the
printer from the menu. This should be done from the station that will be
printing for this lobby. This is required only if using Windows Terminal
Server. Please refer to the Special Configuration section of this manual for
more information.

Floors

Floors are within buildings. In most cases, there isn't a need to add the
floors for each building. If for example, you require pre-registered visitors
to be assigned to a floor, then you must enter the floors for each building.
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Managing Floors

i) =]
Lobbies
Name [Fair Lobby
Building [Fair Buiding
Terminal Print
Mew Path | Select Mew Printer - 3|

Current Path |

QK. I Cancel I

1. Modify or Add a building first.

2. Use the three buttons below the Floors listing on the Building
screen to Add, Modify or Delete a Floor.

Adding Multiple Floors to a Building

1. Select File Menu > Select Configure.

2. Select Buildings/Lobbies from the menu.

3. Select the building to add floors and click Modify.
4. Click the New button under the Floors listing.

5. Enter the floor name and click OK to save the record.



STOPware PassagePoint 4.5
Administrative Guide

6. A new record is created, so enter the next floor name and click
OK.

7. Once all of the floors have been added, click the Cancel button.

Building Name

The Building name shows the site of the floor.

Floor Name

It is recommended that the floors be named a two-digit number for proper
sorting. For example, floor one should be named "01" and floor two should
be named "02." This will ensure that the floors are sorted in order in the
listing and menus.

Floor Group

The Floor Group menu assigns the floor to a Floor Group. This is used
when setting user access levels. For example, you can give a user access
to a specific group of floors only. Please refer to the Users & Passwords
section of this manual for more information on access levels.
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Edit the Floor Group

1. Click the Edit button next to the Floor Group menu. The Floor
Group screen will be displayed.

Floor Groups

Floor Groups

Select From The List

Edlit... |
Delete |

Done |

2. To Edit a Floor Group name, select it and click the Edit button.
3. To Delete a Floor Group, select it and click the Delete button.
4. To Add a Floor Group, click the Add button.

5. Click the Done button to close the Floor Group screen.

Campus

The Campus menu assigns the building to a campus. This is used in net-
worked editions when setting user access levels. For example, you can
give a user access to a specific campus of buildings only. Please refer to
the Users & Passwords section of this manual for more information on
access levels.
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Editing the Campus

1. Click the Edit button next to the Campus menu. The Campus
Listing screen will be displayed.

Campus Locations

Select From The List

Main Campus ;I
Edi... |
Delete |
Dane |

2. To Edit a Campus name, select it and click the Edit button.
3. To Delete a Campus, select it and click the Delete button.
4. To Add a Campus, click the Add button.

5. Click the Done button to close the Campus screen.
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Advanced Settings

1] |
Buildings

Building Hame IMain Building

General Settings  Advanced Settings |

[~ iDa Mot Display on Intranet [popup menul;

rPre-Reagi: ion Report
Email Report To:

Send the Pre-Registration Report Every: IDD:DD Hours:Minutes

rAuto Sign-out
I~ Exclude Selected Categories from Auto Sigh-out
Email ¥izitors Skipped Report to:

()8 Cancel

Email Visitor Pre-registration report

Enter an Email address into this field if you wish PassagePoint to send a
nightly report of visitors pre-registered for this building. Multiple Email
addresses can be entered separated by a comma. For this report to be
sent, the Email features must be configured properly. Please refer to the
Email Features section of this manual for more information.

Do Not Display on Intranet Menu Option (Web Pre-
Registration Only)

Select this option if you wish to remove this building from the Web Pre-
Registration's destination menu.
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11

Directory Categories

PassagePoint uses Categories to help organize individuals in the directory
and for setting preferences. Each category may have its own name and its
own preferences. For example, you may want to set the Employee cate-
gory to have a default security level of "No Escort Required" while the Vis-
itor category would have security level of "Escort Required." By default,
the following categories are available:

* Employee

* Temp Employee
e Contractor

* Visitor

These categories can be modified or deleted and additional categories
may be added.
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Managing the Directory Categories

1. Select Configure from the File menu (on Client).

2. Select Directory Categories from the menu.

Id] X
Configuration & Preferences T;Q

Select:

Accesz Control Integration a Directory Categories
Badge Designer
Buildings/Lobbies

Business Card Scan
Business Rules Default:
Drefinable Fields [Directory]

Drefinable Fields [Visitz) Mame -
Directory Auto Impart

Directory Categories Employee
Directary Link Temp Employee
Crivers License Scan Contractor
E-Mail Features
Enterprize Database
Ewent Log
Optionz/Features
Other Adrmin Tools
Other Imparting
Paszport Scan
Permission List LI
Fhoto Capture
Product Licenses :

Securty Alers Mew Modify | Delete |
Signein Station Profiles

Uszer Accounts LI
Ll e Pom e el A fimae

Yisitor

Changes for workstations will take effect at next login. ()8 | Cancel

Default Category

PassagePoint uses the Default Category to automatically select the most
common category. In most cases, the Visitor category is set as the default.

To Change the Default Category, select File Menu > Select Configure.
1. Select Directory Categories from the menu.
2. Use the default category menu to make a choice.

3. Click OK to save your changes.



To Add a New Directory Category, select File Menu > Select Configure.
1.
2.
3.
4.
To Modify a Directory Category, select File Menu > Select Configure.
1.
2.
3.
4.
5.
To Delete a Directory Category, select File Menu > Select Configure.
1.

2.

STOPware PassagePoint 4.5
Administrative Guide

Select Directory Categories from the menu.
Click on the New button.
Enter a name for the category and select the settings.

Click OK to save your entry.

Select Directory Categories from the menu.
Select the category to modify.

Click the Modify button.

Make changes as needed.

Click OK to save changes.

Select Directory Categories from the menu.
Select the category to delete.
Click the Delete button.

Confirm that you wish to delete this category.

Warning . )
@ This action cannot be undone.
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General Settings

1] |
Directory Categories

Name IVisitor

General Settings |Advanced Settings | Extended Visit Options |

Security Level
|Escart Required |

[~ Can be issued a Property Pass

[~ Can be a valid Sponsor of Yisitors

[~ Can Be Added to the Directary

¥ Requires a Sponsor or Host

¥ Prirt Badge by Default

Badge Layout: I\"'isitor vl
b aximumn daily visitors: I—D

I awimumn active visitors: I—D

Printer Drestination: Iﬁ

()8 I Cancel I

Category Name

The Category Name can be any name up to 20 characters in length.

Security Level

The security level menu sets the default security level for this category.
Refer to the User-Definable Fields section of this manual for information
on how to modify the options in the list.

Can be Issued a Property Pass

This setting allows this category by default to checkout company property.
This setting can be overwritten at the record level for each directory
record.
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Can be a Valid Sponsor of Visitors

This setting allows this category by default the ability to sponsor visitors.
This setting can be overwritten at the record level for each directory
record.

Can Be Added to the Directory

This setting allows you to add people to the directory under this category.

Requires a Sponsor or Host

This setting will require that a sponsor be entered for people in this cate-
gory. For this option to be enforced, the global setting Require Sponsor/
Host must be selected under the Business Rules. They will be checked in
and out automatically.

Print Badge by Default

This setting makes badge printing faster and easier. If this option is
selected, the visitor's badge will be printed automatically once the Sign-in
button is clicked.

Badge Layout

The Badge Layout menu is used to assign a badge file to the category.
This allows you to have a different badge layout for each category. To
ensure that all workstations get the badge designs, use the Global Badges
feature discussed earlier in this manual. In most cases, all of the catego-
ries will use the default badge file named "visitor.4Ib." If the Badge Layout
menu is left blank, the default will be used.

Maximum Daily Visitors

This setting limits the number of visitors a host with this category can have
in one day. A warning message will be displayed to the receptionist if the
limit is exceeded.
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Maximum Active Visitors

This setting limits the number of visitors a host with this category can have
at one time. A warning message will be displayed to the receptionist if the
limit is exceeded.

Printer Destination

By default, PassagePoint will print badges to the Primary printer selected
in the Station Preferences. If you use two printers, each with different
badge material, use the Printer Destination menu to select which printer to
use for this category.

Advanced Settings

1] |
Directory Categories

Name IVisitor

General Settings  Advanced Settings | Extended Visit Options |

| Browse... |
Sort Order I 4 Category Type ID 4

Import Category I

I~ Do Mot include this Category in Statistics Feport

I Exclude thiz category fram Auto Signout
Only if visit is less than I_D hours old.
I Parking Only [mo name required)

I~ Print Parking Pass by Default

[ Hide thiz Categary on'web Page

[ iShow MDA [Wisitor Agreement  NDA Tesxt |

I Mame must be found in directary [Visitar)

I~ Mame must be found in directary [Feception)

()8 I Cancel
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Import Category

This field holds the name of the associated category field in the import file.
PassagePoint uses the value found in this field to map to the correct cate-
gory. This is only used when the import file contains a variety of catego-
ries.

For example, assume each row of the import file specifies in a field the cat-
egory for that record. You can then use the data in that field to associate
each record with the appropriate category. If EMP represents the
Employee category, enter "EMP" in the Import Category field and every-
one with "EMP" in their import record will be automatically associated as
an Employee.

Sort Order

This is the sort order used when the category list is displayed in menus.

Exclude this category from Auto Sign-out

This option prevents PassagePoint from automatically signing out visits
from this category visiting specific locations. You must activate this option
in each building record. A separate option allows you to qualify the visits
as being a specified number of hours or more. If the visit is less than the
specified number of hours, it will not be signed out. If the visit has been
there longer, it will be signed out.

Parking Only

This option allows you to make visit entries without entering in the visitor's
name or company. This is generally used in Parking Garages where visitor
information is not required. This option will only be displayed if the Vehicle
Features are turned on under Options/Features in the Configure screen.



154

Chapter 11
Directory Categories

Print Parking Pass by Default

Select this option to automatically print a parking pass in the Gate/Garage
Entry screen when the record is saved. This option will only be displayed if
the Vehicle Features are turned on under Options/Features.

Hide this Category on Web Page

Select this option to remove the category from the menu displayed on the
Web Pre-Registration.

Show NDA (Visitor Agreement)

This option is used to display a Non-Disclosure Agreement (or Visitor
Agreement) to the visitor when they Sign-in. The Agreement is shown on
the visitor sign-in screen.

NDA Text

Each category can have separate NDA text. Click the NDA Text button to
Paste or Load the Text for this Category.

Name must be found in Directory (Visitor)

This option requires that if this category is selected, the name entered
must be found in the PassagePoint Directory. If not, the visitor must select
another category. This option is commonly used for the Employee cate-

gory.

Name must be found in Directory (Reception)

This option requires that if this category is selected, the name entered
must be found in the Passage Point Directory. If not, the receptionist must
select another category. This option is commonly used for the Employee
Category.



Extended Visit Options

[

Directory Categories

Name IVisitor

General Settings | Advanced Settings  Extended Visit Options

(=) Do Nothing
Walid D ate/Time only used for printing on badge

) Pre-register and auto sign-in
Pre-register visits for each day and automatically
zighs-in visit

' Pre-register and auto sign-in until sign-out
Pre-register visits for each day and automatically
zighs-in vizitz, Auto gign-in will end once a sign-out
oo,

C Pre-register only
Pre-regizter visits for each day. An actual sign-in
iz required for each vizit.

) Create visit records on barcode scan
Create visitz on-demand when a barcode scan iz read
uzing the Extended Yisit barcode option in the Badge
Dresigner

()8 Cancel
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Do Nothing

Prints the date and time of the visit on the badge.

Preregister and auto sign-in

Preregisters visits for each day after the visitor signs in. For example, if a

visit is registered for one week, and the visitor does not sign in on day one,
the system asks for a sign-in on day two. If the visitor signs in on day one,
the system automatically signs in the visitor on day two, not requiring addi-

tional input from the visitor.

Preregistor and auto sign-in until sign-out

Preregisters visits for each day after the visitor signs in and expects the
visitor to sign out on the final day only. It is not required to sign out every

day.
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Preregister only

Requires the visitor sign in and sign out on a daily basis.

Create visit records on barcode scan

After a visitor has been registered, a barcode scan is created. Upon sub-
sequent visits, the barcode is scanned rather than requiring the visitor to
sign in.
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Email Features

PassagePoint uses Email to deliver many useful messages and reports.
Some of the automatic Email features available include:

e Visitor Announcements

* Property Pass Management/Overdue Notices
» Delivery Notification

* Daily Activity Reports

* Import Performance Reports

To Manage Email Features:
1. Select Configure from the File menu (on Client).

2. Select Email Features from the menu.
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] ]
Configuration & Preferences Tfa
Select: L

Acces: Control Integration . E-Mail Features
Badge Designer
Buildings/Labbies Email Server Address [SMTP]

Business Card Scan 192 168.254 151

Buzinessz Rules " "
Definable Fields (Directory] Default From Address [ie. Admin)
Definable Fields [Visits] [recepton@stspare.com

Directony Auta lmport Domain for unqualified addresses
Directory Categories Istopware. com
Directary Link . .
Drivers License 5can rE-mail Options

¥ Motify Host/Sponzor when Visitors Sign-in Fcrmat...l

Enterprize D atabase

Event Log I~ Motify when Property is Overdue

Options/Features . o o i

Other Adrmin Tools [~ Motify Recipient when Deliveries Arrive

Other Importing B B

Passpart Scan [ Send Daily Report to Email Address(z] Below
Permizsion List

PﬁroTéSEEEtulrz I Send Repeat ¥isit Beport to Email Address(s) Below

Product Licenses
Securty Alertz
Sigrein Station Profiles

|security@stopware.com, admindEstopyeare. com

meer focounts =l
Changes for workstations will take effect at next login. 0K Cancel

Configuring the Email Feature

In order for the Email features to work properly, the Email server and
default Email address must be entered.

Email Server Address

Enter the domain name or IP address for the SMTP mail server. Passage-
Point works like any standard Email client by sending the Email to the
SMTP server for delivery.
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Default From Address

This is a default Email address set for sending reports. It is recommended
that a valid administrative Email address be entered here. The default
reply address will also be used when sending a visitor announcement if
the user account's Email address field is left blank. Refer to the Users &
Passwords section of this manual for more information.

Domain for Unqualified Addresses

The Domain field is used to append all addresses in the Directory and oth-
erwise with a specific domain address. For example, if the directory only
contains Email user names without the "@mydomain.com," then enter
"@mydomain.com" into the Domain field and PassagePoint will automati-
cally append each address when mail is sent.

Email Options

Notify Host/Sponsor when Visitors Sign-In

This option turns on/off the ability to Email the visitor announcement to
hosts.

Format Button

The email from receptionist to host can be formatted to include additional
information. It works like a “mail merge” program. Create an email and
insert the fields by double-clicking.
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1] B

Email Format

To: Host's Email Address [in Directory Record)

From: User's Email Address or Default From Address

;f insert fields: e ot e Available Fields
ACEe Your curser In the ext where NiSitD[ FU" Name]

wou want the field and double-click [isitor Company]
aon the figld name ba insert. [isitor First Name]
0r: Drag the field name fram the list |[yisitar Last Mame]
and drop it onto the test area. Ibwill |[Amival Date]

be added to the end of the text. Auarival Timne: il
Subject:
f Jotification

Email Message:
[Wigitor Full Mame] reprezenting [Visitor Company] has arived in ;I
the [Armival Lobby]

=

Default ()8 Cancel |

Notify when Property is Overdue

This option turns on/off the automatic notice to employees who have over-
due property.

Notify Recipient when Deliveries Arrive

This option turns on/off the automatic notice to recipients when new deliv-
eries arrive.
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Send Daily Activity Report

Enter the Email address(s), separated with a comma, to receive the daily
activity report. This report give totals for the day and provides other impor-
tant information about the day's activities. This report is also stored in the
Events Log.

Send Repeat Visit Report

This option will automatically send a Repeat Visit Report to the Email
addresses entered. This report shows anyone who has visited at least 3
times during the past three calendar days and past three business days.



162 | Chapter 12
Email Features



STOPware PassagePoint 4.5
Administrative Guide

13

User-Definable Fields & Lists

163

PassagePoint has user-definable fields and lists that can be customized
by the administrator.

Visitor and Directory Custom Fields

Custom Fields are available for recording information that isn't already dis-
played on PassagePoint screens. There are seven (7) custom fields for
Visitor records and six (6) custom fields for Directory records.

Some visitor custom fields are also used for special features such as:
* Custom Field 1 is displayed in the Web Pre-Registration

e Custom Fields 1 and 2 are enterable drop-down menus that can be pre-
populated with common selections
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Custom Fields (Visits)

To Manage Custom Fields (Visits), select File Menu > Select Configure.
1. Select Definable Fields (Visits) from the menu.

2. Edit the Custom Field labels. For example, "Custom Field 1" can
be changed to "Meeting Room."

3. Custom Fields 1-2 can be made required fields. Click the "Req'd"
box next to the field to make it required.

4. Custom Fields 1-2 can be “locked” so that the user must pick
from a pre-defined list. The list can be managed by selecting File
> Edit Lists. Locking the field also allows the user to use the "type
ahead" feature that automatically selects the closest match.

1] B
= g =
Configuration & Preferences ﬂ-;_a
Select: K
Accesz Control Integration a Definable Fields [Visits
Badge Designer
Buildings/Lobbies et B -
Business Card Scan Visit | -
Business Rules .
[ efinable Fields (Dirsctor Rea'd Lock
D efinable Fields [isits) Custom Field 1 Title: [Custom Field 1] rr
Directory Auto | t -
Dicctony Caleguties Custom Field 2 Title: [Custom Field 2 ror
Directory Link Custom Field 3 Title: [Custom Field &
Crivers License Scan
E-Mail Features Custom Field 4 Title: IEustom Field 4:
Enterprize D atab
Eventlog e Custom Field 5 Title: [Custom Field &
Optionz/Features - P I—
Olthet fhcimin Tonls Custom Field 6 Title: |Custom Field £:
Other Imparting Custom Field 7 Title: IEustom Field 7:
Paszport Scan
Permission List
Fhoto Capture
Product Licenses
Security Alerts
Signein Station Profiles
User Accounts LI
Changes for workstations will take effect at nest login. ak. Cancel

5. Click OK to save changes.
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6. To view the changed field labels, open a visitor entry screen or
the Directory screen for directory custom fields.

@PassagePoi : Rapid Registration with Yisit Search Engine - |EI|1|
I) Search Engine APt Entry
~Wisitar Information ~Misitar Information, continued ——————————————————————
Category: |Visit0r B3| Citizenship: I VI Details... |
First & Lask Mamme: | | Time Injout:  [00:00 [oo:0n
Representing: |
Purpose: |
Instructions. .. I Add.., I
—SponsorfHost Information Contack
Mame or Mumber: || | Lookup | Primaty, |
Information:
Secondaty |
= Send E-mail Dietails.,. I Mates, ., I
rAccess Conkrol and Destination Authorized By: I
Access Card Mumber: I Other
Meeting Raom | =1 Custom Field 3: |
Custom Field 4:
Custom Field 2: | B3| I
Custom Field 5t |
Security Level: |Esc0rt Required B3| Custom Field &: |
Building/Floor: |Main Building B3| | B3| Custom Field 7: |
[V Prirk Badge Gy I 1 I VI Add Anather Sign-In
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[

Configuration & Preferences

Select:

Badge Designer
Buildings/Lobbies
Business Card Scan
Business Rules

Definable Fields [Directory]
Drefinable Fields [Visitz)
Diirectory Auta lmport
Diirectory Categories
Drirectory Link

Crivers License Scan
E-Mail Features
Enterprize Database
Ewent Log
Optionz/Features
Other Adrmin Tools
Other Imparting
Paszport Scan
Permission List

Fhoto Capture
Product Licenses
Security Alerts

Signein Station Profiles
Uszer Accounts

Ll e Pom e el A fimae

=l

~Directory R ds-

=

Accesz Control Integration AI Definable Fields [Director

Title

Map to Visitor
Custom Field

Custom Field 1: IEustom Field 1:

[Custom Field 1: =]

Custom Field 2: IEustom Field 2:

|Custam Field 2:

Custom Field 3: IEustom Field 2

[Custom Field 3 =

Custom Field 4: IEustom Field 4:

[Custom Field 4: =]

Custom Field 5: IEustom Field &

[Custom Field & =]

Custom Field 6: IEustom Field £:

[Custom Field 6 =]

Changes for workstations will take effect at nest login.

()8 Cancel

Configure.

Custom Fields (Directory)

To Manage Custom Fields (Directory), select File Menu > Select

Select Definable Fields (Directory) from the menu.

Edit the Custom Field labels. For example, "Custom Field 1" can

be changed to "Cell Number."

Click OK to save changes.

To view the changed field labels, open the Directory screen
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Map to Visitor Custom Field

To the right of each Custom Field label is a drop-down menu containing
the list of definable fields for the visit table. Select one of these fields to
create a link between the Directory Custom Field and Visitor Custom
Field.

Editing Lists

PassagePoint uses lists to provide easy-to-use menus. These lists can be
modified to include your own custom menu options. The lists include:

e Arrival Instructions
e Courier

* Departments

* Package Types

* Purpose of Visit

* Security Level

* Citizenship

* Classification

e User Field 1

e User Field 2

Note Some lists such as Destination and Category can

&5 be edited in the Configure screen.
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Managing Lists

To Manage Lists, select File Menu > Select Edit Lists.

Lists...
<] [oet=ut] Dissbie] t=m [ rder ﬂ
Citizenship
Clagsification r r e
Courier I_ I_ Held in Reception and ca L]
Departments r [T | Send in, no need to call []
Package Types
Purpose
Security Levels
User Field 1
ser Field 2
Add ltem [elete [kem Alphabetize | Fe-Order |

To Sort a List

The order of the list can be set manually by entering a number in the order
field for each item and then click the Re-order button. You can automati-
cally sort the list in alphabetical ascending order by clicking the Alphabet-
ize button.
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To Add a New List Item

1. Click on the List's Item you wish to edit.
2. Click the Add Item Button.
3. Enter the item into the list field.
To Delete a List Iltem
1. Click on the List's Item you wish to edit.
2. Click on the item you wish to delete.
3. Click the Delete button.
To Set the Default List Item
1. Select the item you wish to edit.

2. Click the box next to the item on the list under the Default Col-
umn.

Click OK to save changes.

Edit Lists
Lists...
Burival <] [Detaut] Disabie [ tem [ rder ﬂ
Citizenzhip X
Classification I " [Mesting o
Courier I I~ |interview 0
Departments

Package Types

Security Levels
Uszer Field 1
Uzer Field 2

- -

Add ltem [relete [tem Alphabetize | Fie-Order |
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To Disable (Hide) a List Item

1. Select the item you wish to edit.

2. Click the box next to the item on the list under the Disable Col-
umn.

3. Click OK to save changes.

Lists...
Burival <] [Detaut] Disabie [ tem [ rder ﬂ
Citizenzhip X
Classification r ¥ |10832 Bigge Rl 0
Courier I ¥ 308 63rd 5t. #411 0
Departmerits I [¥ | 588 Darwin Ln. ]
ES[CDkD‘Z%E Types T | T |22Cleveland av. #14 [}
Security Levels r [T | 5420 College Av. o
i I [~ | 10 Mississippi Dr. []
User Field 2 Il [~ | 6223 Bateman 5t. ]
I [~ | 3410 Blonde 5t. 0
I [T | POBox7I2 0
o |[C [T [poosmn | o
Add ltem Delete tem | Alphabetize | Re-Order |
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14

Scanner Hardware Setup

Business Card Scanner

PassagePoint can capture data using the Corex Card Scan device. By
default, the first name, last name and company are captured. Additional
data can also be captured.

To Capture Additional Card Scan Data

1. Card Scan data can be captured into the visitor custom fields.

2. Select User Definable Fields from the Configure screen to edit
the custom fields you wish to use.
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3. The example below shows three custom fields changed.

1] B
Configuration & Preferences f[.j_a
Select: K
Access Control Integration a Definable Fields [Visits
Badge Designer
Buildings/Lobbies T de-

Business Card Scan Visit F -
Business Rules .
Definable Fields [Di Rea'd Lack
Definable Field: 3] Custom Field 1 Title: IEmail: r r
Directory Aut
D;::gtg:ﬁ E_:tggories Custom Field 2 Title: IPthe Mumber: - r
Directary Link Custom Field 3 Tie: [Addess |
Crivers License Scan
E-Mail Features Custom Field 4 Title: IPostaI Eodel
Enterprise Datab,
Eventlog e Custom Field 5 Title: [Custom Field &
Options/Features - P I—
Qithet Adroin T anls Custom Field 6 Title: |Custom Field £:
Other Importing Custom Field 7 Title: IEustom Field 7:
Paszsport Scan
Permizsion List
FPhato Capture
Product Licenses
Securty Alerts
Sigrein Station Profiles
User Accounts LI
()8 | Cancel

4. Select Card Scan Data Map from the menu.

5. To map the Card Scan data to the custom fields, "drag" the field
you wish to capture from the listing and "drop" it into the field next
to the correct custom field label.
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] i
Configuration & Preferences r[.j_a
Select: K
Accesz Control Integration a Buziness Card Scan
Badge Designer o
Buildings/Lobhi 1y =
Elz o “j !an City, State, Postal code
Business Rules Country
Definable Fields [Directony) Fax
Drefinable Fields [Visitz) 4
Diirectory Auta lmport Title .

Directory Categories ¥ Save card or ID image |*/ebsite
Drirectory Link
Crivers License Scan —
E-Mail Features Custom Field Label Mapped To Clear
Enterprize Database Eniclh E-mal
Event Log mail: |E-mail |
Options/Features Phone Mumber: [Phare |
Other Admin Tool
Other Imparting [ddiess ~ [[StrectAddress |
Paszport Scan "
Permission List Postal Code: IPostaI code |
Phata Capture Custom Field & | |
Product Licenses
Security Alerts Custom Field B: | |
Signein Station Profiles _
User Accounts LI Custom Field 7: | |

, ................. DK ................. Eancel I

6. Click the Clear button next to any field to remove the mapping.

7. Click OK to save changes.

Note The Card Scan device must be selected in the
& Station Preferences in order to work with
PassagePoint.
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To Save the Image of the Card

This option turns on the image acquisition feature so that the business
card image is stored in the visit record along with the data that is extracted
off the card. This feature requires that Quicktime be installed on the client
computers since it uses special Quicktime compression. The Quicktime
installer is available on the PassagePoint CD and can be downloaded for
free from quicktime.apple.com.

Even with file compression, this feature will cause
Note the data file to grow at a much faster rate than
&5 with just the data alone. Card scans range in size
from 50K in size.

Driver License Scanners

PassagePoint supports various driver license scanners. Primarily there
are two types of driver license scanners, serial and OCR (optical character
recognition). Serial based scanners that connect via the serial port and
read the magnetic strip or 2D barcode of a license and send the data to
PassagePoint. The OCR scanners take a picture of the ID, scan the text,
and then transmits the data and image to PassagePoint.

To Setup a Serial Based Driver License Scanner, select File > Configure.

1. Select the Driver License Scanner Setup

Serial [COM] Port I1 'I
Baud Rate ISEDU 'l

Done |

2. Select the correct scanner from the drop-down list.
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Drag and Drop the fields you wish to capture into the custom
fields below. By default, the First and Last names are always cap-
tured. You can rename the custom fields to match the data being
captured. Click the Clear button next to each field if you wish to
change a field assignment.

Click Done to save changes.
Refer to Workstation Preferences section in this manual for more

information on setting up the scanner and setting the port and
baud rate within PassagePoint.

To Setup a OCR Based Driver License Scanner, select File > Configure.

1.

2.

Select the Driver License Scanner Setup
Select the correct scanner from the drop-down list.

Drag and Drop the fields you wish to capture into the custom
fields below. By default, the First and Last names are always cap-
tured. You can rename the custom fields to match the data being
captured. Click the Clear button next to each field if you wish to
change a field assignment.

The “Extract License Image” option will activate the acquisition
feature that stores the picture of the ID. This feature requires that
Quicktime be installed on the client computers since it uses spe-
cial Quicktime compression. The Quicktime installer is available
on the PassagePoint CD and can be downloaded for free from
quicktime.apple.com.

Note Even with file compression, this feature will cause
& the data file to grow at a much faster rate than
with just the data alone.
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Scanner Hardware Setup

The “Extract Face Image” option will activate the acquisition fea-
ture that stores the cropped image of the face. This feature
requires a Photo Capture license and requires that Quicktime be
installed on the client computers since it uses special Quicktime
compression. The Quicktime installer is available on the Pas-
sagePoint CD and can be downloaded for free from quick-
time.apple.com.

Click Done to save changes.

Refer to Workstation Preferences section in this manual for more
information on setting up and calibrating the scanner.

OCR scanners require additional drivers and software. The Pas-
sagePoint CD installer will include these for your convenience.
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Passport Scanner

To Manage Business Rules. select File > Configure > Passport Scan
Setup.

1. Drag and drop the data to capture from the Passport list into the
fields.

2. Set the Driver license scan setup type to "ID scan".

1] B
Configuration & Preferences 'rEj:a
Select: K
[Access Control Integration AI
Badge Designer .

Buildings/Lobhiss Scanner Type: Scanshell 1000
Business Card Scan Country -
Business Rules Diate of Birth

Drefinable Fields [Directory] Expiration Date

Drefinable Fields [Visitz) Gerder

Diirectory Auta lmport Nationality

Diirectory Categories

Directary Lirk Pazsport Humber _
Crivers License Scan

E-Mail Features Custom Field Label Mapped To Clear
Enterprize Database Custom Figld 1-

Event Log ustom Field 1: | |
Options/Features Custom Field 2: | |
Other Adrmin Tools -

Other Importing Custom Field 3 | |
. il P .

Permission List estomlieldl I -
Phata Capture Custom Field & | |
Product Licenses

Security Alerts Custom Field B: | |
Signein Station Profiles _

User Accounts LI Custom Field 7: | |

] -] Cancal I
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Business Rules

Each organization has its own set of business policies and procedures.
For example, some companies require that every visitor be escorted by an
employee (host). These "Business Rules" can be configured in Passage-
Point.
To Manage Business Rules, select File > Configure (from the Client).

1. Select Business Rules from the menu.

2. The Business Rules screen will be displayed.

1] =
Configuration & Preferences r[f;
Seleck: iz

ficeess Control Intearation  «
Badge Designer
Buildings/Lobbies

rSign-in Process

Buziness Card Scan

B Require Sp /Host [~ Require Directory Match
Definable Fields (Directory] . . . .
Definatle Fields [isits) [T Req by (if Sp is Required)

Diirectory Auta lmport
Diirectory Categories

Dir_ectory_Link rPre-Reg Requi

Drivers License Scan I~ Require Floor for Primary Destination

E-Mail Features

Enterprize Database I~ Require Primary Contact Info [Name & Phone]
Event Log I~ Require ¥alid Arrival Time

Dptions.-"Fgatures
Other Adrin Tools Allow Pre-Registrations up to I [5 ths in the future
Other Imparting
Paszport Scan O
Permission List '

Phata Capture [~ {Restrict Property Pass Allocation
Product Licenses ’
Security Alerts I~ Restrict Sponsorship of Visitors

Signein Station Profiles _ B - .
Lser Aocounts LI Maximum Daily Yisitors per Sponsor I 0
Ll e Pom e el A fimae

()8 | Cancel
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Sign-in Process

Require Sponsor/Host

Select this option to require that the Sponsor/Host field be entered (for the
directory categories that require a host). Please refer to the Directory Cat-
egories section of this manual for more information.

Require Directory Match

Select this option to require that the Sponsor/Host entered be a valid spon-
sor found in the PassagePoint directory. Valid sponsors are those people
who have the "Sponsorship of Visitors" permission box selected in their
directory records and are marked as “Active”.

Require Authorized by (if Sponsor is Required)

Select this option to require that the Authorized By field be entered prior to
sign-in.

Pre-Registration Requirements

Require Floor for Primary Destination

Select this option to require that a floor be selected (along with a building)
when the visitor is pre-registered and signed-in.

Require Primary Contact Info (Name & Phone)

Select this option to require that the Primary Contact info be entered dur-
ing pre-registration.
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Require Valid Arrival Time

Select this option to require that a valid arrival time be entered during pre-
registration. The time is checked against the server's clock.

Restrictions

Restrict Property Pass Allocation

Select this option to restrict property pass allocation to the directory
records that have the "Property Pass Permission" set.

Restrict Sponsorship of Visitors

Select this option to restrict sponsorship to those directory records that
have visitor sponsorship permission. For example, a sponsor in the direc-
tory that does not have "Sponsorship Permissions" would not be consid-
ered a valid sponsor.

Maximum Daily Visitors per Sponsor

By default, no maximum is set. If you do want to limit the number of visitors
each sponsor can have per day, enter the maximum number. This feature
can also be set on category basis. Please refer to the Directory Category
section of this manual for more information.
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User Definable Views

Configuration & Preferences =
Select:

B adge Designer - User Definable Views
Buildings/Lobhies
Business Card Scan
Business Rules

Definable Fields [Directary]
Definable Fields [Visits]
Directory Auto [mpart Configure Pre-Registration Report |
Directory Categaories

Directary Link

Drrivers Lioense Scan

E -M ail Features

Enterprise Database

Event Log _I
O ptions/Features

Other &dmin Tools

Other Imparting

Fassport Scan

Pemizsion List

FPhato Capture

Product Licenses

S ecurity Alerts

Sign-in Station Profiles

User Accounts

| Confiqure Directary Search Display o

0K Caniel

Directory Search Display Setup

Lookup Directory

Directory Search Display Setup

Last Mame & First name are always dizplayed.

Dizplay
™

ocation
epartment
ustom Field 1:
ustom Field 2:
ustom Field 3:
ustom Field 4:

ustom Field 5:

ol @ o o o O [F T n
IIIIIIIIi%
&
g
[ A A O A B |

ustom Field 6:
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The Directory Search Display Setup allows you to control which fields are
shown on the Directory Lookup screen. By default, the first name, last
name, and phone are displayed.

To select other fields, click the box next to the field names.

Pre-Registration Report

Lookup Directory

Pre-Registration Report Setup

Field Label Dizplay
™

&

ompany

&

ime

&

ponsor/Host

iIIiIi
&

&

estination

The pre-registration Report is an email based report that gets senton a
regular schedule. The setup screen allows you to decide which information
is included on the report.

To select the report fields, click the box next to the field names.
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Options & Other Features

PassagePoint uses many settings to turn on and off features and configure
specific functionality. This way, users only use and see the features that
should be used. Many of these settings can be found in the Configure
Screen under Options/Features.

To Manage Options/Features, select File > Configure (on the Client).

1. Select Options/Features from the menu.

[

Configuration & Preferences

Select:

Badge Designer
Buildings/Lobbies
Business Card Scan
Business Rules
Drefinable Fields [Directory]
Drefinable Fields [Visitz)
Diirectory Auta lmport
Diirectory Categories
Drirectory Link

Crivers License Scan
E-Mail Features
Enterprize Database

0] ures
Other Adrmin Tools
Other Imparting
Paszport Scan
Permission List

User Definable Views

DPI  T

Changes for workstations will take effect at nest login. QK |

=

N Options/Features |

|

=l

Business Hours [3:004M | To IW

™ Use workstation's clock for time & date stamp

[~ Enable ¥ehicle Features

[~ Enable Safety Training Features

[~ Enable Video Playback Features

[~ Automatically Export Visitor Data Monthly  Fun Mow |

[~ Hide extra fields when entering "walkup™ visitor

Mightly Clean-up Start Time IDD:DD Fiurn Mow |

I~ Re-import Government Watch List Each Might

Phata Capture
Praduct Licenses [~ Display MDA to Visitors [~ Capture Signature
Security Alerts - . . th
Sigrvin Station Profiles Re-display Ag after |_1
Usger A I . .
zer Accounts [~ :Show Running Totals In Explorer!

Cancel
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Times & Dates

Use workstation's clock for time & date stamp.

By default, all time and date stamping is done by using the clock on the
server. This provides a consistent clock source to avoid inconsistencies
among workstations. In some situations, however, it is best to use the
clock of the local workstation instead of the server. For example, if the
server is located in New York and workstations are located in San Fran-
cisco and Chicago. This setting is system wide and will make this change
for all workstations.

Business Hours

These fields hold the hours of operation for your company. This setting is
used by companies that require employees to sign-out if they leave after
the lock-down time. If an employee needs to sign-out after the lock-down
time, PassagePoint will allow them to do so without requiring them to sign-
in first.

Nightly Cleanup Start Time

This time field is used to schedule the automatic clean-up process. This
process automatically signs-out visitors that forgot to sign-out, checks for
overdue property, Emails daily traffic reports and other tasks too. By
default, the start time is midnight. This can be changed to whenever you
wish. It is recommended that the time be between midnight and 5 a.m. or
during light use of the system. Please refer to the Administrative Tasks
section of this manual for more information on the Clean-up Process.

Note Try to avoid scheduling the clean-up process at
& the same time as the Directory Auto Import
process to minimize import time.

To start the Clean-up process immediately, click the Run Now button.
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Special Features

Enabling Vehicle Features

This option turns on various vehicle related features. These features
include:

* Importing of vehicles linked to directory records
* Garage/Gate Entry Pre-Registration Screen
* Searching for Host using vehicle information

Enabling Safety Training Features

This option configures PassagePoint to use Custom Field 2 for recording
safety training information. Please refer to the User Definable Fields sec-
tion of this manual for more information.

Enabling Video Features

This option allows PassagePoint to play a short video on the Visitor Sign-
in station during the sign-in process. This feature is used to play safety
information or as a marketing tool. The Video Playback feature requires an
additional license from STOPware.

Other Options

Hiding "extra" fields during new entry

This option temporarily hides many of the fields not commonly used when
the New button is clicked on the Explorer screen. These fields include:

* Primary Contact

e Secondary Contact
e Custom Fields 5-7
e Time In & Out
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Automatically Export visitor data monthly

This option will export visitor data to a tab delimited text file on the first day
of each month. The text file is saved in the server's application folder. This
can be used as an archive of visitor data.

Display NDA

This option turns on the NDA features of PassagePoint. Please refer to the
NDA Configuration section of this manual for more information on this fea-
ture.

Capture Signatures

This option allows signatures to be captured with the NDA feature as well
as the Property Pass and Delivery features. Please refer to the NDA Con-
figuration section of this manual for more information on this feature.

Re-display Agreement after...

This option allows signatures on file to be valid for a certain time frame.
Enter the number of months for the NDA signature to be valid. If the visitor
has already signed the NDA within the allowed time frame, PassagePoint
will not prompt for a new signature. Please refer to the NDA Configuration
section of this manual for more information on this feature.

Running Totals

Click this option to show the number of Pending, Active and Today’s visi-
tors in the Explorer screen.

j=i| PassagePoint Explorer: Pending Visitors

Mew. .. I Print I Refresh I Fine
E|--__}Today's Visitors ;I Pendi
L 5 Pending (0} = ]
'ﬂ Active (2) T2

!ﬂ Today (2)
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Managing Access Cards

Many companies and organizations use access cards to limit access into
specific areas of the building. When employees lose or forget their access
cards, they typically get a loaner from the receptionist or security desk.
PassagePoint can record which access card was issued so that it can be
recovered if not returned. As access cards are distributed, a separate
access card listing is updated and maintained automatically. It records the
access card number, history of transactions and status. If you wish to add,
delete, or modify access card records, use the Access Card option under

the File menu.

j=i| All Access Cards (4 Records) 101 x|
Card Murnber I Shatuz | Last lzsued To || D ate [zzued ;I
123456 Unaszsigned/Mot in Use 0000700 —I
67830 Mizzing/Lost Brad Smith h/6F2003
48590 Removed from Service Kim Harris R/6/72003
49372 Aszsigned/Currently in Use David Adams 5672003

| Done I Add Card Print Delete

| LlJ




190 | Chapter 16
Options & Other Features



STOPware PassagePoint 4.5
Administrative Guide

17

License & Serial Number

PassagePoint is a licensed product that uses serial numbers to activate
workstation licenses and other features such as Photo Capture and
Access Control Integration. The first time PassagePoint is launched (on
the Client), the Setup Wizard will prompt you to enter the serial number
information. Once the PassagePoint has been serialized, the serial num-
ber information can be managed in the Configure Screen.

To Manage the Serial Number, select File > Configure.

1. Select Licenses from the listing.

1] =
Configuration & Preferences T?;
Seleck: iz

coess Control Integration = |
Badge Designer . o
Buildings/Lobbies ru To
Business Card Scan |ABE Company |
Business Rules

Drefinable Fields [Directory]
Drefinable Fields [Visitz)
Diirectory Auta lmport
Diirectory Categories

For Location

123 Main Street
Suite 100

SanJoze, CA 92432

Drirectory Link LsA

Crivers License Scan

E-Mail Features

Enterprize Database

Ewvent Log ~Li

Dptions/Features Client Licensze 1=

gther A T ool Photo Capture License 1
ther Importing

Paszport Scan
Permission List
Photo Capture

Security Alerts

Signein Station Profiles Add/Remove Licensesl
Uszer Accounts LI

Ll e Pom e el A fimae

()8 Cancel
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Licensed To

This displays the company or organization that PassagePoint is licensed
to. This is a required field.

For Location

This is the location for which PassagePoint is licensed. The zip/postal
code is a required field.

Licenses

This displays the number of licenses available.

Company Information

To Manage Company Information, select File > Configure (on the Client).
1. Select License from the menu.

2. Click on the Update Information button. The edit screen will

appear.
Company Information
Business Name IABC Company
Address |122 Main Strest
Address2 |Suit= 100
City. State PostCode |San Joss ICA |92432
Country (US4

Phone [244-555-888 Fax [222-223-7777

Cancel |

3. Make changes to the company information.

4. Click Save to save your changes.
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Serial Numbers

PassagePoint is serialized the first time it is launched. In server-based
installs, the serialization information is stored on the server so that you do
not have to serialize each client installation separately.

Entering the Serial Number the First Time

The first time PassagePoint is launched (on the Client), the Setup Wizard
will walk you though the serialization process.
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Adding Additional Licenses

To Update the Serial Number with the New Licenses, select File > Config-
ure (on the Client).

1. Select License from the menu.

2. Click on the Add/Remove button.

Serial Mumber Entry
Mare | Oty | Serial =

L

Done |

3. Follow the on-screen instructions.



PassagePoint has many special features that require additional configura-
tion. This chapter will explain these features in more detail so that installa-
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Special Configurations

tion and configuration goes smoothly.

Photo Capture

The Photo Capture feature requires the following items:

* Installation of Camera Hardware

* Installation of Required Software

* Enabling the photo capture system setting
* Additional Photo Capture License

* Configuring the Workstation Settings

* Enabling the feature in user accounts

Hardware Requirements

Various cameras will work with PassagePoint including: Logitech Quick-
cam, and ValCam Professional Camera.

Note

Not all manufacturers of cameras conform to the
TWAIN standard, causing incompatibilities with
PassagePoint. Make sure that the camera you
purchase includes a compatible TWAIN driver.
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Software Requirements

e Compatible TWAIN driver for the camera.

* Installation of QuickTime 4.0 or higher (Select Full or recommended
Install, not Typical or minimum). Get this free at quicktime.apple.com.

Photo Capture System Setting

In order to use the Photo Capture feature, it must first be enabled in the
Configure screen. By default, this feature is not enabled.

To Enable the Photo Capture Feature, select File > Configure (on the Cli-
ent).

1. Select Photo Capture from the menu.
2. Select the Enable Photo Capture Features check box.

3. Click OK to save changes.

1] =
Configuration & Preferences T?;
Seleck: iz

coess Control Integration = |
Badge Designer
Buildings/Lobbies
Business Card Scan
Business Rules

Drefinable Fields [Directory]
Drefinable Fields [Visitz)

Directary Auta Impart ¥ Enable Photo Capture Features
Diirectory Categories
Drirectory Link

Crivers License Scan
E-Mail Features
Enterprize Database
Ewent Log
Optionz/Features
Other Adrmin Tools
Other Imparting
Paszport Scan
Permission List

Product Licenses

Security Alerts

Signein Station Profiles

Uszer Accounts LI

T Y

()8 Cancel




STOPware PassagePoint4.5| 197
Administrative Guide

To Set a Maximum Width and Height of the Photo, select File > Configure
(on the Client).

1. Select Photo Capture from the menu.

2. Click to configure button.

Configure Photo Feature

~Photo Capture Settings
Max Width [pixels] |SD Mazx Height [pixels]l Ell

Compreszion Settings... | Filter Settings... |

™ Automatically Compress Photos Compress Now... I

Estimated Size after Compression: 2,706 bytes

Before taking a new photo. zearch for an existing photo
less than 0 months old. [enter O to skip search].

~Photo Archival
Select photos older than [date] |DD.-"DD.-"DD
Delete Photos... | Compress Photos... |

()8 | Cancel |

3. Enter a maximum width (in Pixels) into the Max W field. This
value can be between 0-159 (up to 1.73 inches wide). 75 is a rec-
ommended size.

4. Enter a maximum height (in Pixels) into the Max H field. This
value can be between 0-120 (up to 1.31 inches tall). 75 is a rec-
ommended size.

5. Click OK to save changes.

Photo Capture Licenses

An additional license is required for each workstation that uses the photo
capture feature. This license can be purchased from your PassagePoint
representative. Please refer to the Licenses & Serial Numbers section of
this manual for information on how to install licenses.
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Workstation Settings

Each workstation must be configured to work with the installed camera.

To Configure the Workstation, select File > Station Preferences (on each
workstation Client).

1. Click the Connected Hardware tab.

]
Badge Prirterz]| Print Options | Location Connected Hardware |
[~ il have a business card scarner Calibrate. .. |
[~ | have a driver license scannes Canfigure... |
[~ | have a signature capture device
¥ | have a T'walN photo capture device Configure... |
I~ Send Command to Relay Switch Corfigure... |
[~ Accept Input from Access Card Reader Configure... |
[~ | have a barcode scanner Canfigure... |

QK. I Cancel I

2. Select the "I have a TWAIN photo capture device" check box.

3. Click the Configure button next to the check box.

"Select the TwaAIN Source:

TwialM version installed: FOODO1 70
Guick Time version: FOOOOE00

Done |

4. From the menu, select the TWAIN driver source to use on this
workstation.
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5. Click Done when finished. Then click OK to save changes.

Note

The TWAIN and QuickTime information is
displayed to confirm proper installation. If they
show "N/A" as the version, try installing them
again. If the menu does not contain any options,
make sure the photo capture licenses have been
installed.

Enabling the Photo Capture Feature for User

Accounts

The photo capture feature requires a license. In order to use the license,
each user account must be given access to the license.

To Enable the Photo Capture Feature, File > Configure.

1. Select User Accounts.

2. Select the user and click Modify.
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3. Click the Other Options tab.

1] B

Users
User Irfo | Visitor Data Access  Other Access |

[~ Country Warnings
I~ Access Cards
I~ Search

[¥ Station Preferences
I Lists for drop-downs
I Import/Export I~ Look-out List

I~ Approve Web Entries

I~ Add/Edit Records v Photo Capture -
I~ View/Print Reports
[~ Delete Records

¥ Delivery Features

¥ Property Features

I~ View/Print Property/Delivery Reports
[~ Delete Property/Delivery Records

()8 | Cancel |

4. Click the Photo Capture License from the Licensed Features list.

5. Click OK to save.

To Test the Photo Capture Feature:

1. Select New from the Explorer.
2. Enter a First and Last name.

3. Click the Capture Photo button. This will launch the TWAIN
driver.
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4. Capture the photo in the driver. Once you finish, the photo cap-
tured should be displayed in the Photo Capture screen.

x

EaptureF’hotoI

Apply Filter Settings I

?.

b ] -
Faste Picture from Clipboard
Ok | Cancel

5. Click OK to save the photo.

NDA Feature Configuration

The NDA (Visitor Agreement) feature requires the following items:

* Installation of Signature Capture Hardware (if used)
* Enabling the NDA system setting

* Configuring the Directory Categories

* Configuring the Workstation Settings

Before you begin to configure the NDA features, you should consider the
different ways to setup this feature.
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Using a Visitor Sign-in Station

If you are using a Visitor Sign-in Station, then the NDA text will be dis-
played to the visitor on the screen after the visitor enters the required infor-
mation. The text can vary depending on which category (Visitor,
Contractor, etc.) they select. Once the NDA is displayed, you can require
that the visitor simply clicks the Accept button or you can require that they
sign a digital signature pad and then click Accept. The signature is elec-
tronically stored in PassagePoint. You can also either require that the NDA
be accepted to complete the entry or allow the visitor to decline the NDA
and still complete the entry. If the Visitor Sign-in Station is used without a
receptionist verifying the entry, it is recommended to require acceptance of
the agreement. Please refer to the Visitor Sign-in Stations section of this
manual for information on how to require NDA acceptance. If the NDA cov-
ers a period of time, say twelve months, you can set PassagePoint to only
require a new signature from that visitor after the twelve month period.

Reception Administration of NDA

If the Receptionist administers the NDA, the visitor's name and company
are entered. Then the receptionist clicks the Capture button which acti-
vates the signature capture pad. The visitor should be shown and allowed
to read the NDA text in hard copy form. This can be displayed in a plastic
stand or flat on the counter top. The receptionist can view the signature on
screen before completing the entry.

Software Requirements for Signature Capture

The PassagePoint installer automatically installs all required software.

Hardware Requirements for Signature Capture

The AtPOS Penware 1500 signature tablet works with PassagePoint to
capture digital signatures. A serial port is required for this device. Please
refer to the AtPOS documentation for questions about specific require-
ments. Contact your PassagePoint representative for pricing and availabil-

ity.
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NDA System Settings

In order to use the NDA feature, it must first be enabled in the Configure
screen. By default, this feature is not enabled.

To Enable the NDA Feature, select File > Configure (on the Client).
1. Select Options/Features from the menu.
2. Select the Display NDA to Visitors check box.
3. Click OK to save changes.

To Set a Period of Time covered by NDA, select File > Configure (on the
Client).

1. Select Options/Features from the menu.
2. Enter the number of months until a new signature is required.
3. Click OK to save changes.

To Make Acceptance Required on the Visitor Sign-in Station, select File >
Configure (on the Client):

1. Select Sign-in Stations Profiles from the menu.
2. Select the Sign-in Profile to use and click the Modify button.

3. Click the Settings tab and Select the Require NDA Acceptance
check box.

4. Click OK to save changes. Please refer to the Sign-in Stations
section of this manual for more information.
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Configuring Directory Categories
Each Directory Category that requires an NDA must be configured.

To Enable the NDA feature for a Category, select File > Configure (on the
Client).

1. Select Directory Categories from the menu.
2. Select a category and click the Modify button.

3. Click the Advanced Settings tab and select the Show NDA check
box.

1] |
Directory Categories

Name [T

General Settings  Advanced Settings | Extended Visit Options |

| Browse... |

Sort Order I 4 Category Type ID 4

Import Category I

I~ Do Mot include this Category in Statistics Feport

I Exclude thiz category fram Auto Signout
Only if visit is less than | 0 hours old.

[ Hide thiz Categary on'web Page

W Show MDA [Visitor Agreement] MDA Test |

I Mame must be found in directary [Visitar)

I~ Mame must be found in directary [Feception)

()8 I Cancel

To Load NDA Text for each Category, select File > Configure (on the Cli-
ent).

1. Select Directory Categories from the menu.
2. Select a category and click the Modify button.

3. Click the Advanced Settings tab and click the NDA Text button.
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1] B
NDA Text
Copy and paste the text to display into the field
below or Load from a Text File
()8 Cancel

4. Copy and paste the NDA text into the large text field or click the
Load From a Text File button and find the NDA file.

5. Click OK to save changes.
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Workstation Settings

If a signature capture pad is being used for the NDA feature, the worksta-
tion must setup to work with the signature pad.

To Configure the Workstation for Signature Capture, File > Station Prefer-
ences (on the workstation).

1. Select the Connected Hardware tab.

x

Badge Printers] | Frint Options | Location  Cannscted Hardware |
I~ | have a business card scanner Calibrate... |
[~ | have a driver license scanner Canfigure. .. |
¥ il have a signature capture device:

I~ | have a TwWiAIN photo capture device Configure... |
I~ Send Command ta Relay Switch Corfigure... |
™ Accept Input from Access Card Feader Configure. .. |
™ | have a barcode szanner Configure... |

Ok I Cancel I

2. Select the "l have a signature capture device" option.

3. Click OK to save changes.

Unattended Lobby (Web Pre-Registration)

PassagePoint can be used in unattended lobbies. A visitor sign-in station
would be used by the visitor to enter their information and print a badge.
The Web Pre-Registration allows employees within the building to pre-reg-
ister their guests prior to their arrival. To maximize security, you can
require that only those guests who are pre-registered can sign-in.
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To Require Visitors be Pre-Registered, select File > Configure (on the Cli-
ent).

1. Select Sign-in Station Profiles from the list.
2. Select the Sign-in Profile to use and click the Modify button.

3. Click the Settings tab and select the Require Pre-Register Match
check box.

Using Windows Terminal Server and Citrix

PassagePoint can be used with Windows Terminal Server and Citrix. This
configuration can be used by one user or by all users. To make this config-
uration work, User Accounts and Lobbies need to be configured properly.

User Accounts

Normally, the station preferences are stored locally on each workstation.
These preferences tell PassagePoint which building the workstation is in
and what printer should be used for badge printing. When using Windows
Terminal Server and Citrix, station preferences are stored on the Windows
Terminal Server machine. In order for PassagePoint to know the location
of the workstation, it must ask the user to select the location each time
they log into PassagePoint.

To make PassagePoint ask the location each time, select File > Configure
(on the Client).

1. Select Users Accounts from the menu.
2. Select the User Account to be used with Citrix and click Modify.
3. Click the User Terminal Server Settings check box.

4. Click OK to save changes.
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Lobbies

Once PassagePoint knows in which location the workstation is located, it
will use the associated printer set for that lobby. So, for each lobby that will
use Windows Terminal Server and Citrix, the printer must be selected.

To set the printer for a Lobby:

1.

2.

Launch PassagePoint from that lobby's workstation.
Select the printer as the default printer in Windows.

Perform a test print from the driver properties to confirm connec-
tivity.

Select Configure from the File menu.
Select Building/Lobbies from the menu.
Select the Building and click Modify.
Select the Lobby and click Modify.

Select the printer from the menu.
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=] ]
Lobbies
Name |Main Lobby
Building |Main Building

Termminal Printers

New Path |- Select Mew Printer - B3|

Current Path l

0K I Cancel I

9. Click OK to save changes.

To Test Terminal Server Settings:
1. Log into PassagePoint with a user account setup for it.
2. Select the location where the workstation is located.

3. Enter a visitor and print a badge.

Using WYSE WinTerminals

PassagePoint has been tested and works with WYSE WinTerminals.
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Administrative Tasks

21

PassagePoint has been designed to require as little maintenance and
administration as possible. Once the initial setup is complete and config-
ured, PassagePoint will handle the daily data maintenance so that users
and administrators don't have to. At times, there are administrative tasks
that need to be done.

Automated "Clean-up” Features

PassagePoint has automatic functions that handle routine "clean-up"
tasks. For example, every 24 hours, the visitor log can be scanned for vis-
itors who forgot to sign-out. These visitors are then automatically signed
out and added to the "daily email report." If the visitor was assigned an
access card they are also added to the report. This report is then Emailed
to an administrator to take follow-up action.

Deleting Records

To delete a record or a group of records, you must first select the record(s)
from a search or report.

1. Log in as the Admin user.
2. Select Visitor Log from the Reports menu.

3. Enter a date range to display and click OK.
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4. Select the records you wish to delete. Select more than one
record by holding down the Control key while you click on the
records. To select a large consecutive group of records, select
the first record, hold down the Shift key and select the last record.
This will highlight all of the records in between.

5. Click the Delete button to permanently delete the records. If large
numbers of records are deleted, you may consider compacting
the data file to remove spaces left behind by deleted records.

Creating a Segmented Data File

PassagePoint allows you to create many segments to a data file allowing
the data storage capacity to reach upwards of 128 GB. Each Data Seg-
ment in PassagePoint has a minimum capacity of just under 2 GB. For
installations that capture large amounts of data, it is recommended to cre-
ate enough data segments to last 12 months or more.

Follow these instructions if you have a data file that has reached its capac-
ity or if you are setting up a new installation that will rapidly expand beyond
the 2 GB capacity of the first data segment.

1. Shutdown the PassagePoint Server application or standalone
application.
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2. Launch the Tools application located inside PassagePoint's Ultili-
ties directory. The Open Database dialog will be displayed.

open 20|
Look in: I@ Database j - =5 EB-
ﬁ E)Passagepoint Extensions
L E)Repnrts
My Recent 0 Winddx
-7 wiwwImages
I@ I wwwPages
Desktop
My Documents
-
or
My Computer
-
My Network  [EE A || j Open I
Places
Files of type: [ structure File (* 4db) =l Cancel
F

3. Change the "Files of Type" drop-down to "Compiled Database".

open ___________ I S
Look in: IE)DEﬂahase j - l‘j‘ E5-

My Recent

€

Desktop

L

PassagePoint Extensions
Reports

Winddx

wwwImages

wwwPages
PassagePoint.4DC

My Documents

-
y 8
My Computer

)

File name:

Files of type: Compiled Database (*.4dc)

4. Select the "PassagePoint.4DC" file located in either the
"PassagePro_Folder" or the "Database" directory.
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5. Inversion 3.3 or older, the password dialog will be displayed.

Enter the admin user name and password.

6. The Tools screen will be displayed.

7. Click the "Compact" button. In version 3.5 or newer, this is

located under the "Maintain" tab.

8. The "Create a data file" window will be displayed.

2(x]
Savein: I |25 Database j - % E-
& PassagePoint Extensions
L Reports
My Recent Winddx
Documents wiwwImages
@- wwwPages
‘ PassagePoint.40D
Desktop
My Documents
o
-
File name: j Save
Save as type IData File {*.4dd) j Cancel
Spi...

N

9. Click the "Split..." button.

10. The Segments window will be displayed
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11. Click the “Add” button.

Saveas 21xl
Savein: I&}Database j - i
PassagePoint Extensions
Reports
Win4dx
wwwImages
wwwPages
‘ PassagePoint.40D
Desktop
My Documents
-
=
My Computer
-
My Metwork
Flaces
File name: j Save
Save as type: IDaia File (*.4dd) j Canesl 1
Fa

12. Name the new data file something different than the older data file
and click Save.

agePoint Server v4\Databas eFoint2 400

b aximum Size: IU Kb Set |

e Delre | Baed o |
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13. Enter in the maximum size of this segment as 1,900,000 and click
the Set button.

Segments

Q\! C:\PaszagePoint Server wd\Databagel)

szagePoint2. 400

Marimum Size: 1300000 Kb Eet |
Add Delete | Cancel | 0K |

14. The Maximum Size will be displayed next to each segment.

Segments

:zagePoint Server wdh\Database' geFoint2 400 [1900000] K.

bl aimum Size: |1 900000 Kb

Add Delete | Cancel oK |

15. Click the Add button to add each segment.
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16. The Name of the segments will have a number at the end. Click
Save.

Segments

L

C:\PazsagePoint_Server v4\Database'\PaszagePoint2. 400 [1900000) K. -

C:\PazzagePoint Server vw4hDatabase\FaszsagePoint2 405

Maximum Size: IU kb Set I

T T Delete I Cancel I oK I

17. Enter in the maximum size of this segment as 1,900,000 and click
the Set button.

Maximum Size: |'ISDDDDD = T 1 Co—

Add Delete | Cancel ok, |

18. Keep adding more segments until you have enough for your loca-
tion's needs.

19. Click OK on the Segments window when finished. Now your data
file is ready for the higher capacity of the various segments.

20. Launch the PassagePoint Server application or the standalone
and hold down the ALT key. This will prompt you to select your
data file. Select the new .4DD file you created with Tools. The
new data file will automatically know to add data to the additional
segments once it reaches its limit.
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Compacting the Data File

Periodic compacting of the data file is usually recommended for heavy traf-
fic systems. This process keeps the data file as small as possible to maxi-
mize system performance.

1. Exit the PassagePoint Server

2. Launch the 4D Tools application located in the utilities folder
inside the PassagePoint_Server folder.

3. Once 4D Tools launches, the Open screen will appear.

open 2| ]
Look in: I@ Database j = £k B

Reports
‘WebBuddy4D
Windd:

wiwwImages
wimwPages
. PassageFoint, 400C

File name: IPassagePoint.4DE j Open |
" Files of type: IEompiIed Database [* 4dc) j Cancel |
7

4. Select Compiled database from the Files of type menu at the bot-
tom of the screen.

5. Locate and Select the "PassagePoint.4DC" file inside the Data-
base folder. Click Open.

6. The Tools Viewer screen will be displayed.
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x
ataba: E and Repair Tool
8 Information Lﬁ Maintainl & Hepairl = Shiucture
~Data Segment:
@ C:\PazzagePoint_Server\D atabaze’\PazzagePaint. 40D ;I
Segment Size: 1769 472 Bytes 1728 Kb
Dizk Free Space: 34 847 326 20 Bytes 34030592 kKb
r~Data File Use
% EERERERERRNENENNNNENNENNENNNNNNNEREEEN 92%
Uszed Space: 1 635 200 Bytes 1 596Kb
Unuzed Space: 134 272 Bytes 131Kb
Total Space: 1769 472 Bytes 1728kKb
~Administration
Last Check: 00400400
The data does not need to be compacted.
Open |

7. Click the Maintain tab.
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x|

4D Tools

4D Database Maintenance and Repair Tool

© Information &= Maintain |.§' Hepairl =% Structure

rData Check
Checks the records and indexes. f L’“M 1|
@ Checks the records only. Check Recards... |
L, Checks the indexes only. Check Indexes... |

~Permanent Sort

@& Saves the records in a new sort order [rebuild the indexes). Sort... |
- Compact
@ Compacts the data file. Compact... I
Quit Open

8. Click the Compact button. The Create a data file screen will
appear.

9. A new data file will be created. The default name will be
"PassagePoint2.4DD." It is recommended that you do not replace
the original data file but rather keep it as a backup copy.
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Save ir: I@ Database j - £k B

[:I Reparts

| 1'webBuddy4D

| windd:

[:I wiawImages

[:I wiawPages

[ﬁ PassageFaint. 400

j Save

| Save as type: IData File: [*.4dd) j Cancel

File name: F'.a:5::5:.5|:|EeF'u:|intE.-'1[][]

Split...

Ll

Click the Save button. The Compacting will begin.
Once the Compacting is finished, exit the Tool application.
To use the new "compacted" data file, rename it to the default

"PassagePoint.4DD" file name. You may have to rename the orig-
inal data file first. Launch PassagePoint.

Creating a New Blank Data File

At some point, it may be necessary to create a new blank data file. Config-
uration settings and serialization will be cleared in the new data file.

1.

Launch the PassagePoint Server or Standalone application while
pressing the Alt key on the keyboard.

The Open Which Data File screen will appear.

Click the New button. The Create a data file screen will appear.
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4.

Name the new data file and click Save.

Checking and Repairing the Data File

At some point, it may be necessary to check the data file for errors. This is
done using a Tools application included with the installer.

1.

2.

Exit PassagePoint

Launch the 4D Tools application located in the utilities folder
inside the PassagePoint_Server folder.

Once 4D Tools launches, the Open screen will appear.

open 2| ]
Look in: I@ Database j - £k B

Reports
‘WebBuddy4D
Windd:
wiwwImages
wimwPages
PassagePoint, 4DC

File name: IPassagePoint.4DE j Open |
" Files of type: IEompiIed Database [* 4dc) j Cancel |

7

Select Compiled database from the Files of type menu at the bot-
tom of the screen.

Locate and Select the "PassagePoint.4DC" file inside the Data-
base folder. Click Open.

The Tools Viewer screen will be displayed.

Click the Maintain tab.
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4D Tools

v aintenance and Fepair Tool

© Information &= Maintain |.§' Hepairl =% Structure

rData Check

Checks the records and indexes.

@ Checks the records only.
B

4 Checks the indexes only.

ChigekaN

Check Recaords...

Check [ndexes...

~Permanent Sort

@& Saves the records in a new sort order [rebuild the indexes). Sort... |
- Compact
@ Compacts the data file. Compact... I
Quit Open

8.

Click the Check All button. A Report will show the results of the

check.

9. The checking process can take some time.

10. To fix any errors, click the Repair tab and click the Repair All but-

ton.
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Data Back-up Options

PassagePoint can be backed up several different ways. Some include:

Using a corporate backup system (with open file manager support).

Using the built-in backup feature (for server-based systems only). Please
refer to the Server Configuration section of this manual for more informa-
tion.

Making periodic manual copies and archives of the data file ("Passage-
Point.4DD" and "PassagePoint.4DR").

It is recommended that some sort of backup process be used to ensure
the safety of the data.

Rebuilding Indexes

Rebuilding indexes is not normally necessary. PassagePoint automatically
handles indexes. At times, however, it may be necessary to manually
rebuild the index table.

1.

2.

Launch PassagePoint using the admin password.
Select Configure from the File menu.
Select Admin Tools from the menu.

Click the Rebuild Indexes button. Confirm that you wish to pro-
ceed.

A status window will appear during the operation.



STOPware PassagePoint 4.5
Administrative Guide

Data Replace Tool

Use the Data Replace tool to replace the security level or Primary destina-
tion with some other value. Select File > Config > Other > Admin Tools.

1.

Select date range, category, location, and the field (either security
level or destination).

Replace field > data in field you are looking to match with field >
new data.

Reset Numbers

To Reset Numbers, select File > Configure > Other > Admin tools.

1.

2.

Select the Reset Numbers button.

Click ok to confirm.

The Reset Numbers window appears. Select the table to modify.
Select the Change Base Number button.

Enter the new number.

Click Done to continue.

Access Control Integration

PassagePoint is able to integrate with various Access Control systems.
This integration allows PassagePoint to enable and disable Access Cards,
set permissions, print barcoded access badges and much more. An
Access Control Add-on license is required to use this functionality. Please
refer to the Access Control Integration addendum located on the Passage-
Point CD for more information.
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Directory Link

PassagePoint is able to connect in real-time to external data sources for
directory (ie. Employee) information. This connectivity provides the latest
available information and eliminates the need to import directory informa-
tion. A Directory Link Add-on license is required to use this functionality
with the Professional Edition. To learn more about connecting to an
Access Control system's directory, please refer to the Access Control Inte-
gration addendum located on the PassagePoint CD for more information.

Directory Linking with LDAP

1.

Choose LDAP from the Database Connection Type dropdown
menu.

Enter the LDAP server address. This may be in the form of an IP
address (e.g., 123.456.789.250) or a domain name (myldaps-
erver.com).

Enter the Search Base for your LDAP system. This is the part of
the distinguished name all _directory_ type objects should con-
tain. The Search Base constrains the type of data to be returned
from the LDAP server to those appropriate for directory lookups
(employees, contractors, etc.). An example of a Search Base
might be _DC=sj,DC=stopware, DC=com where s3] stands for
San Jose and _stopware IS your company name. This setting
will vary for each LDAP server. If you are not sure what you
Search Base is then you need to consult your LDAP administra-
tor.

Enter a Search Filter. Similar to the Search Base above, the
Search Filter also constrains the data to be returned. Think of the
Search Base as limiting the type of object and the Search Filter
as limiting which obects are to be included in your search. Use
_(sn=*)_if you do not wish to limit the data returned.
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5. Enter a User Name and Password. This must be a user who has
permission to view all the objects you may be searching for.

6. Click Map Lookup Fields... to map the LDAP attributes to the Pas-
sagePoint fields. This will open the Directory Lookup Mapping
window. Select an attribute type from the LDAP System list and
select the corresponding field from PassagePoint list the click the
Map button. Repeat this step for all the PassagePoint fields which
you wish to view and populate when search for directory data.

Note At a minimum, you must map the Unique_Value

25 field.

When you are finished OK this window to save your changes.

Enterprise Database Setup

The PassagePoint Enterprise Edition is able to use SQL Server or Oracle
as the primary database. To learn more about connecting to an Enterprise
database, please refer to the PassagePoint SQL Server addendum or the
PassagePoint Oracle addendum located on the PassagePoint Enterprise
CD.

Security Alerts

To setup security email address and configure the threat level feature, |
login as Admin and select select File menu > Configure > Security Alerts.

General Security

Enter the email addresses for the recipients of security alerts, separated
by commas.

Note Email features must be previously configured,

&5 including mail server, from address, etc.
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Time of Visit Expiration

Enter the email addresses for the recipients of visitor's time expiration
alerts, separated by commas

Threat level

New

Click New to create a new threat level. Name the threat in the Title field of
the popup window. Give the threat a sort order number, for example Criti-
cal =1, Minor = 2. Enter instructions into the text box. Select an associated
color for the threat level in the box on the lower left. Click OK to save.
Delete

Select the threat level and click Delete.

Modify
Select the threat level and click Modify.

Current Level

Select the Current Level of the threat in the drop-down window.

Permission Lists

This feature is related to the Access Control option. Refer to the Access
Control Integration addendum located on the PassagePoint CD for more
information.
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Tips/Troubleshooting

Events Log

PassagePoint uses Events logs to record certain transactions and activity.
These logs can assist you in troubleshooting a problem. The Logs avail-
able include:

e Email Error Log: Captures errors that occur while sending Emails in Pas-
sagePoint.

* Error Manager Log: Captures Application errors that occur in Passage-
Point.

* Import Log: Captures the Directory Auto Import results.
* Nightly Maintenance Log: Captures the nightly clean-up routine results.

229
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] ]
Configuration & Preferences Ty;_"a
Select: K
Access Control Integration
Badage Designer i :

Buildings/Lobbies ¥ Automatically Email Error Log to STOPware
Business Card Scan [Mote: no confidential information will be zent)
Business Rules

Definable Fields [Directary] Log_Mame | LasttodD ate ﬂ
Deefinable Fields [Visits] Nightly Maintenance Log 05/10/04

Diirectory Auta lmport
Diirectory Categories
Drirectory Link
Crivers License Scan

E-Mail Features

IEnterErise [ atabase

Optionz/Features
Other Adrmin Tools
Other Imparting
Paszport Scan
Permission List

Fhoto Capture
Product Licenses
Security Alerts

Signein Station Profiles

Delete All Logs Delete Log |

Uszer Accounts LI

T Y

()8 | Cancel |

To View the Event Logs, select Configure from the File menu (on the Cli-
ent).

1. Select the Events Log option from the menu.
2. Select the Log you wish to view and click the View Log button.

3. Once the Log is displayed, it can be printed by clicking on the
Print Log button.
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Error Codes

Network Connection Error Codes

Code

Description

10001 Lost connection with server - Timeout error - attempt reconnect
10002 Lost connection with server for current task - Timeout error -
attempt reconnect

10030 Client and Server are desynchronized - restart client.

10031 Client and Server are desynchronized - restart client.

15301 Record is locked - Cannot be modified at this time
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Email Error Codes

Code Description

* 10006 From address missing
e 10007 To address missing
* 10033 SMTP 421 - Service not available, closing transmission channel.

* 10034 SMTP 450 - Requested mail action not taken: mailbox unavail-
able.

* 10035 SMTP 451 - Requested action aborted: local error in processing.

* 10036 SMTP 452 - Requested action not taken: insufficient system stor-
age.

e 10037 SMTP 500 - Syntax error, command unrecognized.

e 10038 SMTP 501 - Syntax error in parameters or arguments.

e 10040 SMTP 503 - Bad sequence of commands.

* 10041 SMTP 504 - Command parameter not implemented.

* 10042 SMTP 550 - Requested action not taken: mailbox unavailable.

e 10043 SMTP 551 - User not local; please try <forward-path>.

* 10044 SMTP 552 - Requested mail action aborted: exceeded storage
allocation.

* 10045 SMTP 553 - Requested action not taken: mailbox name not
allowed.

* 10046 SMTP 554 - Transaction failed.
* 10064 No response has been received within the given timeout period.

Miscellaneous Error Codes

Code Description

e 51 File not loaded properly.
e 3.CMP File is corrupt - delete .cmp file
e 9998  Unique value expected.
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Problem/Solution

Installation

Turn Off Virus Software

Before installing PassagePoint software, temporarily disable your virus
software. This will reduce the chances of conflicts during the install pro-
cess. Once the installation is complete, turn your virus software back on.
Close All Programs

Before installing PassagePoint software, close all other programs that

could be running. This will reduce the chances of conflicts during the install
process.

Client/Server Installations
Cannot connect to server

Problem: | get an error immediately after selecting the PassagePoint
server.

Cause: The server is not running or is down.
Remedy: Check that the server is still running.
or

Cause: The IP address of the server is not the same as the one saved on
the client.

Remedy: Check that the servers |IP address is the same as the one saved
on the client.

Problem: After entering a password the client application crashes.
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Cause: The "PassagePoint.res" and "PassagePoint.rex" files which are
used to update client changes from the server are corrupted.

Remedy: Delete the "PassagePoint.res" and "PassagePoint.rex" files from
the "4D" folder inside the Windows or WIinNT folder. The files will be auto-
matically recreated the next time you make a connection to the server.

Locate these files in: Documents and settings\user directory\application
data\4D\PassagePoint.4DB

Printing/Printers

Problem: Nothing prints or printer does not respond.

Cause: The printer is not connected properly or is turned off.

Remedy: Check the printer's connection to the computer and the power
supply. Check that it is turned on. Try to perform a test print from the
printer driver properties window.

Problem: Printer feeds more than one label for each badge | print.

Cause: The badge design is too large for the paper size in the printer.

Remedy: Re-design the badge to fit the paper size used. Be sure that
there are no "hidden" objects outside the badge area.

Problem: When | print a badge, it prints in portrait mode when | want it to
print in landscape mode.

Cause: By default the badge will print in portrait mode.

Remedy: Change this setting in the printer's driver settings
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Web Server

Problem: When | try to access the web server, | get something else or a
page not found message.

Cause: There is probably some other web service running that is using the
TCP port 80.

Remedy: Disable or Uninstall the other web serving software or change
the port setting in the server's database properties.

Email

Problem: When | use the Email features, the Email is never received.
Cause: There may be a conflict with the SMTP server.

Remedy: Check the SMTP server and make sure that the Email is not
being rejected. Sometimes the SMTP server's configuration can cause
Emails to be rejected if certain criteria aren't met. For example, if the
"From" Email address is not a valid address, the SMTP server may reject
it.

Technical Support

Contact your PassagePoint representative for support options and soft-
ware maintenance plans.
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